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IlomToBanu yuTaoue,

Y uMe HacTaBHMKA, CapaJHUKa M OCTAINX 3allOCICHHX, Ca BEJIMKHM 3aJ0BOJECTBOM U
HCKPEHNM TIOLITOBAKkEM 3axBajbyjeM BaM IITO cTe M Ha OBaj] HAUMH MCKAa3aId IOIITOBAHE
[lernaecroj MehyHapomHoj HyYHO — CTPY4HO] KOH(EpEeHIMjH O WH(POPMAIIMOHUM
TEXHOJIOTHjaMa M KHXOBUM TNpuMmeHama — MrteO, yraemHor IlaneBporickor yHuBep3uTeTa
AITEMPOH Bamanyxa.

YHUBEp3UTET je HMHCTHTYLMja Koja ce, ca IyHHMM IIpaBOM, CMarpa jeJHUM oj HajBehux
JorpuHoca Haposa EBpore cBetckoM KynarypHoM Haciel)y. [lenatHoctr kojuma ce 6aBH, a TO
Cy: BUCOKO 00pa3oBame M HayYHO-WCTPKMBAYKH Pajl, Cy JENaTHOCTH OJ jaBHOT MHTEpeca U
O7IBUjajy ce Yy OKBUpHMa YTBphEeHUM O/iroBapajyhnumM 3akOHCKUM ITPOIHCHMA.

Janac cy: BemiTavyka HHTEIUTeHIHja, pOOOTHKA, IPOHOBH, ayTOMaTH3alllja, HHTEPHET CTBApH,
WHTEPHET BO3MJIA, MAIIMHCKO YYeHe, KOMYHHKAIIMOHE Mpexe Iere (M LIecTe) reHepaluje u
MIpUMEHa JPYTHUX HajCaBpeMEHHjUX WH()OPMAIMOHMX TEXHOJIOTHjA, ald M CBE IIOIMyJapHHja
KpeaTuBHa WHAycTpuja, mpoctop y koM AITEMPOH pa3Bmja cBOj HOBH HaydyHH W
HCTPXKUBAYKU UICHTHTET.

INanespornicku yuuBep3uteT AIIEMPOH ca cBojux 7 ¢akynarera u 34 cTyaujcka mporpama je
caBpeMeHa MHCTHTYIIHMja BUCOKOT 00pa3oBama Koja je CBOj IPOrpaM ycarjiacuia U HePeKHIHO
ycknalyje ca 3axTeBMMa TPXKUILITA paja, KpeTamuMa Y Hayll M CTPYLH, Npeno3HaBajyhun
motpebe nmpymrTBa u mirpahyjyhu cTymeHTe y BHCOKO OOpa3oBaHe, cajaimrmbuM U Oyayhum
M3a30BUMa JiOpacie CTpy4make, y o0jJacTiMa 3a KoOje je aKpeJuTOBaHa, 10 HajBUIINM
CTaHIapAnMa KBaJIUTETa U3 00JIACTH BUCOKOT 0Opa30Barba.

Ha ITaneBponckom ynusepsurety AIIEMPOH HactaBa je oprani3oBaHa Ha CBMM HHBOMMA
cTyavja (OCHOBHE aKaJeMCKe, MacTep akKaJIeMCKe M JOKTOPCKE aKaJIeMCKe CTyIHje) —
0CIoco0JbaBake M yCaBplIaBabe HAyYHO-MCTPAKMBAYKOT MOAMIIATKA KPO3 TPUIPEMAe U
ycaBpIIIaBamke KaApoBa 3a HAyYHOUCTPAXKUBAYKH PaJl KPO3 CBE HUBOE CTYAN]a.

Hamr YauBep3surer naHac HOHOCHO (DYHKIOHHIIIE KPO3 HEYIUTHY OcBeNEHOCT HACTaBHUKA 1
capaJiHHKa 1 ToceOHy mocBeheHOCT MEHAIIMEHTa - YCTAHOBH, CTYACHTHMA M HACTABH.

Oo6pa3oBatbem Ha [TaneBporickom yHusep3utery AIIEMPOH crynenTtn umajy npuinky a yde
0]l KOMITCTCHTHHX HACTABHHKA, HAYYHHKA U €KCIepaTa y CBOjUM 00JacTHMa W HCTPaxyjy ca
BHMa y 00acTuMa uHpOpMaTHKE, CKOHOMH]E, TIPaBa, 3IPaBCTBa, je31Ka, CriopTa U caoOpahiaja,
LITO TapaHTyje BUCOK KBATUTET 0Opa30Barbha.

TakaB npodecopcky aHCamOJT TEIIKO je CPECTH YaK W y IHMpeM OKpyXewy. Haim crynenarn
nMai cy U uMajy cpehy ma uM TakBe mpodecopcke BeIMYMHE Mpenajy ¥ MoryhHocT na ca
BHMa HACTAaBE Capajiiby HA BUIIKM HUBOUMA 00pa30Bama.

Crora Hamm CTyAEHTH MOTY padyHaTH Aa he, yKOJMKO YCIICIIHO CaBiajajy INpexMeTHa
rpauBa, JOOHTH KBATMTETHY JUILIOMY KOja je TIPEeTIO3HATI/hHBA U N3BaH HAIIUX TPAHUIIA.

NTeO xoudepeHrja je pe3yaTaT HANOpa HACTABHMKA, CapaJHUKA, JOKTOpaHAMIa, OMBIINX H
cajammpux crygeHara Oaxynrera HHQOPMALMOHUX TEXHOJIOTHja [laHeBpOIICKOr yHUBEp3UTETa
ATIEMPOH ca uibeM Ja ce Ha H0j IPHKAKE CTAkbe U Jajy MEPCIeKTUBE pa3Boja v MPUMEHe
VHpopMariioHHX TEXHONIOTHja M Ja Ce HEHH PEe3yJITaTH YYMHE NOCTYIHHM 3aHHTEPECOBAHO]
JjaBHOCTH, KaKo KOJI HaC, TAKO U y PETHOHY.
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On moyetka, UTeO HacToju Ja moyrBa Ha CENICKIW]H HAjKBAJIUTETHHjUX panoBa. [IpujaBibeHa
cy 53 pana, npuxsaheHo je wux 35 pasa, 0 4era je MoJOBHHA ca ayTOPUMa M3 HHOCTPAHCTBA,
yume ce U TeO norBphyje kao HajBehu cTpydHH cKym Ha HAIKMM MPOCTOPUMA y OBOj 00J1acTH!
Iporpamcku ondop je, Ha npemior PerieH3eHTckor oa0opa, npuxsaheHe pagose cBpcrao y 10
MPOrPaMCKHX CEeKIMja. YBOIHO M IUICHApHA NpenaBama nojnehe ayropu u3 Cpouje, Pycuje,
CjenumeHnx AMepuuKHX Ipkasa, JyxxHe Adpuke, Xpsarcke, Llpue ['ope 1, HapaBHo, buX.

ITomrroBann yuTaoue,

OBaj Hay4YHH CKYTI je caMoO jeHa Y HU3Yy akTHBHOCTH Dakyinrera MHPOPMAIMOHNX TEXHOJIOTHja
YMjU je IIb Jia IPOMOBHILE Pa3MEHy HAyYHUX W CTPYYHHX 3HAMba M HCKyCTaBa M HM3BPIIN
HOBeJIMparme 3Hamba 1 npasana passoja UT nayke.

VY roguan onprkaBama oBe Hame Kongepennuje ITaneBponcku yamsepsurer AITEMPOH je
obenexuo 19 ronuna ycrensor paza. [Ipuimka je 1a ce TUM HOBOJIOM J[aHAC CETHMO BETUKHX
ycIexa Halllix CTyZeHaTa, capaJHUKa 1 mpodecopa.

Hamm cryzeHtn pasBmjajy M IIiacmpajy cBoje ciokeHe cogTBepcke mpomsBome y CAJl-y,
Kanamy, Aycrpanuju, TpaKeHM Cy M aHraxoBaHu kao mporpamepu y EY, a moceOHO cy
NO3BaHM Jia nporpamupajy pobore y Hemaukoj u PymyHuju, na pane nokropare Ha BHCOKO
TMO3UITMOHUPAHNM, IPECTUKHUM YHUBECP3UTCTUMA CBETA ...

INosuBajyhu ux ma nanac Oymy ca Hama J00HO cam 0e30p0j TOIUIHX U MMOHOCHUX MHcaMa HallluX
ycnemHux cryneHara, u3: Pycuje, Pymynuje, Kune, CA/l, benruje, Enrnecke, [1IBajiapcke,
Aycrpuje, Cpouje, u3 nene buX, ...

Ay, H1 Hamm npo)ecopy HE 3a0CTajy 3a CBOjUM CTyJEHTHMa. Y TOIHMHH K0joj cMo Beh
TIOTPOIIMIIN ¥4 FEHOT BpeMeHa 3HauajaH Opoj HaIlMX HACTaBHUKA j€ HAIPEIOBaoO y BHINA
3Bama. Heku cy o0jaBunm pagoBe y Beoma npecTikHIM dacormrcuma ca WEB science nmcre u
noponurie gaconwmca |EEE ca Bucoknm MHIEKCOM IIUTHpamba.

CMmarpam cBOjoM 00aBe30M Ja 3axXBaUM ayTOpUMa KOjU Cy YJIOXKHIM BEMKH HAmop Jaa
KBJIUTETHO MpHIpeMe pajoBe, wianoBuMa [Iporpamckor, OpraHusanioHor U PereH3eHTckor
07100pa Ha KBAJIMUTCTHOM pPaay W YTPOIICHOM BPEMEHY KOje Cy TOCBETHIH TPHUIPEMH H
OpraHu3alfjy CKyIa, HECCOMYHOM aHraKOBamy — MOPE CBOjUX OpOjHHMX PEAOBHMX 00aBe3a,
kao u ydecHuiuMa Koudepenimje, koju he cBojuM akTMBHUM ydemrheM JONPHHETH
YCHEIIHOCTH pajia CKyTa.

Ja ou n oBa KoHdepeHuuja Oua KBaJIMTETHO OpraHU30BaHa M YCIIEIHO OZIp)KaHa IMyHO CYy MU
TIOMOTJIH:
— wraHoBu IlodacHor oxbopa Ha Yemy ca npencenniukom AHYPC-a akamemuxom ap
Pajkom Ky3smanosuhew,
—  wradoBu OpraHu3anroHor 0100pa Ha yely ca AoueHT ap [paxxenom Mapurkosuhew,
—  wWIaHOBH PerieH3eHTcKor o16opa Ha dely ca goueHT ap TujaHom Tamih n
—  umaHoBH [Iporpamckor on0opa Ha Yeiry ca MHOM.

JlyXHY Ty ¥ BEJUKY 3aXBATHOCT AYTyjeMO CIIOH30PHMa U MEINjCKMM MOKPOBUTEIHHMA,
Kao M CpeaCcTBMMa HH(OPMHUCAEha.
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Hanmam ce ma he ycmoBr n MecTo y KoMe ce ofpkaBa OBaj 3HAYAjHH HAYYHH CKYIl OMOTYhHTH
CBMM YUYECHHIMMA Ja y jeIHOM MpHjaTHOM amOWjeHTy mpare mporpam, na ce melycoGHo
YIIO3H3jy, /1A AMCKYTY]y O HAJHOBHjUM HAYYHUM Pe3yJITaTHMa, pa3Merbyjy HIeje 1 MUCIIH.

AyTopuMa pazoBa KeIMMO J1a FFUXOBO M3Jarame U IyOIMKOBaHH paj Haul)y Ha gobap mpujem
Hay4HE ¥ CTPY4HE JaBHOCTH.

locTrMa W3 MHOCTPAHCTBA JKEIMMO Jia YIIO3HAjy Hall Ipaj, HaUly KyITypy, TPaJulujy U
UCTOPH]Y U TIOHECY JIENe YTHCKE Ca OBOT CKyTIa.

JosBonute, Ha Kpajy, na y nme IlaneBponckor ynusepsureta AIIEMPOH u y cBoje mme
M3pa3uM 3aXBaJIHOCT CBHMa BaMa KOjU CTe JIOIUIH Ja YUYECTBYjeTe Y pay OBOT Hay4dHOI CKyIa
U Jla BaM TOXKENMM KpeartuBaH pan. IloceOHy 3axBalHOCT HCKa3yjeM HalluM OWBIIMM M
CajIallllbUM CTY/ICHTHAMA, KOjH Cy OITIeT ca HaMa, HEKH 1 Kao ayTOpH KBAJIMTETHHX PajoBa.

[pencemauk [Iporpamckor ogbopa

[Ipod. emepuryc mp 3opan XK. ABpamoBHh, TUIIT.IHX.EJIEK.
JobutHuk 3maTHE Megasbe Pycke akanemuje

€JIEKTPOTEXHUYKHMX HayKa 3a JIOPHHOCE EJIEKTPOTEXHULIN
Exc-pexrop ITaneBponckor yauepsurera AIIEMPOH bama Jlyka
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Abstract: The increased passenger traffic in large cities makes it topical to introduce technologies aimed at
increasing the capacity of existing busy urban railway lines without building new tracks. An example of
such lines is the Moscow Central Circle of the Russian railway network. The article presents the main
innovative technical solutions implemented on the Moscow Central Circle, which made it possible to solve
said problem, features of the relevant systems and the stages of izs’ implementation.

Keywords: train separation, capacity, digital railways, radio blocking, automatic train operation, computer
vision.

The Moscow Central Circle (MCC) is the Russian Railways’ main site for testing advanced
solutions that are later implemented across the railway network and determine the future
development of national train control systems [1]. Currently, the MCC is an above-ground
orbital metropolitan railway line. It is 54 km long and has 31 stations and 20 metro transfers.
Passenger service on the line was opened in September 2016. More than 900 million passengers
have travelled by the MCC since then.

One of the most important innovative solutions introduced on the MCC is a new signal-free train
separation system with moving blocks (ALSO) based on the automatic block system with digital
audio-frequency track circuits (ABTC-MSh) and advanced onboard train protection units
(BLOK). This system enabled the MCC headway to be reduced up to 4 minutes [2].

A distinctive feature of the system is the ability to vary headways by increasing or decreasing
the length of blocks according to passenger traffic. This approach made it possible to handle the
increased passenger traffic not through increased train speeds but through reduced headways.
The reason for this approach is that the MCC speed is limited due to many stopping points and
the small distance between them.

Open lines equipped with the ALSO system have no trackside signals or “block boundary”
signs. The trains operate according to automatic cab signalling codes, the signal aspects of
which depend on the traffic situation.

The experience has shown that, if capacity needs to be increased, this system is one of the most
cost-effective alternatives to the construction of new tracks due to reduced capital and operating
costs and time on design and installation activities. The ALSO system is currently being rolled
out on the Russian railway network. In particular, the ALSO technical solutions were
implemented on Moscow Central Diameters, Eastern site, and Baikal-Amur railway line.
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In 2021, within the project related to the further reduction of the MCC headway (up to 3
minutes), a hybrid train control system was developed and tested (Figure 1). The system
combines the ALSO system, the radio block center (RBC) and “smart” onboard unit [3]. The
hybrid system makes it possible to increase the capacity of sections already equipped with
automatic blocking systems at minimum costs associated with its development and
maintenance.

The RBC of the hybrid train control system receives the coordinates of each train from the
onboard equipment via digital radio communication systems in real time, and transmits to a train
the information necessary for the onboard equipment to calculate a braking curve focusing not
towards the boundary of the moving safety margin but the tail of a train ahead. Due to the
organization of train operation within safety margin, a reduction in the headway is achieved.
When calculating the braking curves, the onboard equipment continuously compares the
information coming from the RBC with the data transmitted to the train by rails. This creates an
additional loop of control and allows implementing a multi-level train protection principle [4].

The position of the head of the train is determined by comparing the geographic coordinate
coming from the satellite navigation system with the data of the digital map and the odometer,
as well as with the coordinate of the last reference point passed by the train. Generators of audio
frequency track circuits are used as reference points, with their coordinates entered in the digital
map. The information on the identifier of the last reference point passed, the distance travelled
and the direction of movement are transmitted to the RBC by the onboard navigation and
communication device. Based on this information, the RBC identifies the current position of all
trains on the line taking into account their length, calculates the route and authorizes the
movement of a train, taking into consideration the distance from its head to the tail of a train
ahead [5].
[ ]
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Control Center

* . = Hard and
’ Information security subsystem ‘ software

Dispatcher’s
workstation

*

’ Commuter ‘

timetable

for network interworking nodes complex for

dispatch control
I - r r ; ‘ T—T
Automatic ‘ Microprocessor-
i i based Gateway Centralized
blocking p q traffic control
interlocking

Centralized access point Central
toi i

Station duty
officer's
workstation
{«—»{ communications
Technician’ SYtmE station gateway
echnician’s .
S N /
time

system
GSM-R

ALSN, ALS-EN,
track circuit state

MVNO GSM
(LTE)

Communication channel between
onboard and rail

Figure 1. Simplified diagram of the MCC hybrid train control system
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There are digital radio communication channels of the GSM-R and MVNO GSM (GSM
technological communication, provided by a mobile virtual network operator, which is used
when performing maintenance and repair, managing the traffic, etc.) and LTE types on the
MCC. These channels are intended for the information exchange with the rolling stock, allowing
to significantly increase the reliability of interaction between onboard equipment and fixed
installations and ensure almost guaranteed data delivery in both directions. The security of the
information transmitted via a digital radio channel is ensured using a certified VipNet software.

In December 2021, the stage involving trial operation of the hybrid train control system installed
on the MCC test section was successfully completed, after which this section was put into
operation.

The dispatch control systems have been implemented and are operating on the MCC. They
provide operational traffic control, automatic route setting, transmission of a current schedule
and messages to an onboard unit, automatic replanning of train handling in case of traffic
disturbance (Figure. 2).

The routes setting plan based on the handling plan is sent to the automatic route setting module
(ARS), which ensures timely point operation to guide trains travelling on the section. The ability
to automatically operate is permanently checked. There is nothing remains for a dispatcher but
to supervise normal system operation.

r Train graph o Current train
handling plan
for a section

Train location
(based on track circuits)

4 ! |
Automatic
route setting

r Daily timetable }3

Delivery of orders

Maintenance and F D]spatCh mplementatlo : % ° Statlon duty

officer
repair plan control

r Speed restrictions %
Daily train
turnover timetable

Train location and speed
(based on satellite

navigation system)

to an onboard unit to
operate a train

Delivery of a schedule
Supervision O

Supervision of train
location and performance

Figure 2. MCC dispatch control

The measures to reduce headways were developed by using simulation tool for railway station
and open lines. The simulation confirmed the possibility of maintaining the three-minute
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headway provided the hybrid control system is fully implemented on all MCC sections and all
“Lastochka” EMUs operating on the MCC, which is scheduled for 2023.

The reduction of the headways leads to increased driver workload and therefore requires
automation of the train operation. In this regard, since 2017, a project related to the creation of a
driverless train operation system for “Lastochka” EMUs at the MCC has been underway in
order to implement automatic train operation.

When introducing autonomous trains, the main task is to provide perception of the environment
and response to situations by train on par with humans or better. For this purpose, an onboard
computer vision system was developed. It is based on various sensors (optical cameras,
ultrasound sensors, radars, lidars) and machine learning technologies. This system makes it
possible to automatically detect, recognize and classify obstacles along the track under various
climatic and light conditions, as well as perform automatic braking. The test results showed that
computer vision is one third sharper than human vision, and its reaction is at least a second
faster. In case of an off-normal situation, the necessary information is transmitted to the driver-
operator who supervises train operation from the remote monitoring and control centre and can
take the necessary corrective actions. To date, the computer vision system is capable of
recognizing objects at a distance of 600-750 m, and the project related to the increase of this
distance up to 1 km is already under way [6].

Figure 3. A driver-operator at the remote monitoring and control centre

An equally important system necessary for the implementation of the automatic train operation
is the passenger embarkation and disembarkation control system. This system automatically
monitors the situation on the platform and, if a dangerous situation is detected (a person falls
between the train and the platform, the passenger or his clothes are squeezed by the doors of the
EMU), prohibits the departure of the EMU and transmits the information to the driver-operator
to take appropriate measures.

“Lastochka” EMUs were also equipped with such additional systems as an onboard remote
control module, a high-precision navigation complex, a prescriptive diagnostic system, a remote
power control module, an onboard video surveillance system capable of detecting deviant
behavior [7].
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From 2019 to 2021, the GoA3 and GoA3+ “Lastochka” EMUs were successfully tested on the
MCC. Since 2022, GoA4 “Lastochka” EMU has been undergoing tests.

When creating a driverless train operation system, it is necessary to carefully evaluate all details
of decisions made and their implementation both in normal and abnormal modes of operation.
For this purpose, a protocol for coordination between departments involved in maintaining the
MCC railway and passenger infrastructure and “Lastochka EMUs was developed. It is based
on a scenario approach. Thus, 39 scenarios for the operation of the automatic control system
were developed. Six of them describe the system operation in the normal mode and include such
processes as the departure (arrival) of EMUs from (to) the stabling zone and depot, travelling
according to the route, passenger embarkation and disembarkation. The largest group of
scenarios regulates the operation of systems in abnormal situations (activation of a derailment
detector device, heating of axle boxes or their destruction, the appearance of an obstacle along
the track, a train-pedestrian accident, etc.). Another 16 scenarios describe in detail the actions of
personnel and the equipment operation in the event of various EMU or infrastructure failures

[8].

At the current stage of the project, scenarios are tested on simulators to clarify the response time
of systems and the action plan for personnel. In the future, they will be used when testing the
MCC and “Lastochka” EMU operating in automatic mode. GoA4 EMU development and
production as well as its certification and commissioning are scheduled for 2024-2025.
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Abstract. This paper reveals the role of the communicative and organizational aspect for the digital
transformation of the educational activity at the university. The study aims to find out the requirements for
the digital communicative system development. The authors propose a solution to the problem of low
efficiency of communication between subjects of educational activity at a university by creating digital
services akin to messenger type.
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1. INTRODUCTION

Communication in the educational environment is a social process that performs the function of
interaction of subjects of educational activity, and therefore it plays a dominant, system-forming
role in the implementation of educational activities. The process of acquiring and transferring
knowledge between subjects of educational relationships is generally impossible without
communication. To date, the departure from traditional types of communication (face-to-face
interaction) due to the COVID-19 pandemic has made the problems of implementing effective
communication processes between subjects of educational activity even more acute and
relevant. Modernization of educational content in accordance with the creation of a digital
environment in universities and the formation of a digital platform has become fundamental.
The unavailability of modern educational technologies for a full transition to digital online
interaction and distance learning has become even more obvious.

In this context, as in any other industry, if higher education institutions strive to keep pace with
changing industry scenarios and trends and be an important component of this transition in time
and not disappear from the scene, they should grow holistically. To strengthen the
competitiveness in the market of educational services at the regional and federal levels,
educational institutions should head over to flexible management decisions: obtaining more
objective feedback for managing the learning process and effective organization of the structure
and content of educational resources for each student, taking into account individual differences,
preferences, needs and goals of students, the dynamics of the growth of the level of knowledge,
setting up an individual learning process [1].
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The problem of digital transformation of universities has been analyzed in sufficient detail by a
number of authors [2, 3, 4, 5]. Various authors emphasize the fact that the COVID-19 pandemic
had a great impact on the transition of university life to an online format, thereby accelerating
the digitalization of universities. The researchers [2] emphasize that the COVID-19 pandemic
exacerbated the above-mentioned problems, since social distancing required more frequent and
high-quality access to digital tools.

A group of researchers from Spain claims that digital transformation is inextricably linked with
the concept of sustainable development [3]. One of the case studies of Portuguese universities
quite clearly shows that for online learning, students prefer applications that support
interpersonal communication with teachers, the same applies to publishing and sharing
technologies [4]. This is especially important to ensure the timely feedback both from teachers
to students and vice versa. G. Rodriguez-Abitia and G. Bribiesca-Correa from Mexico [5]
focused their research on applying the model of assessing digital transformation in industry to
universities. Among the negative factors hindering faster digital transformation, the authors pay
special attention to the lack of funding and innovation, as well as adequate leadership.

The aim of this study is to propose a solution to the problem of low efficiency of communication
between subjects of educational activity at a university by creating digital services.

2.  BACKGROUND FOR THE DIGITAL SERVICE DEVELOPMENT

Studying the processes of digital transformation of the university’s educational activity in the
context of the communicative and organizational aspect, we conducted a survey on the preferred
method of communication “Student-Teacher”. The following research methods were used: 1)
interview (rapid questions survey) for teachers and 2) questionnaire for students. 130 students
from 15 universities and 67 teachers from 4 universities in Novosibirsk and Krasnodar were
interviewed. The survey was conducted from February to May 2021, when both teachers and
students already had formed their opinions about the techniques and mechanisms of digital
communication. Though the sample is not representative, it allows us to identify the main trends
in the preferences of teachers and students when they choose digital communication methods.
The survey results are shown in Figure 1.

According to the results of teachers’ interviewing, they often prefer instant message delivery
programs or messengers, as well as e-mail; while students prefer messengers and social
networks. This trend is assumed to demonstrate some conservatism and inertia of teachers,
insufficient desire or lack of time resources to use visually complex and incomprehensible
information systems. Meanwhile students prefer social networks as far as they are familiar with
these means of digital communication since childhood. Here we should take into account a
particular intricacy of the communicative aspect. As mentioned above, social networks are
efficient for interacting in an informal setting. The official educational institution keeps to a
formal style of communication. Otherwise the communication between teachers and students in
social networks creates the problem of blurring of the boundaries of formal behavior. So, to
ensure effective communication both teachers and students choose messengers.
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i Students ® Teachers

Phones/SMS

E-mail 66.7

Messengers (WhatsApp, Telegram, efc.) 70.4

Video Conference Systems ( Google Meet, Zoom,
etc.)

University 1S (EIES, Prometheus, DiSpase, etc.)

Social Media (VK. etc.)

Figure 1. Distribution of students’ and teachers’ preferences in digital communication methods

To enhance the efficiency of the interaction of participants in the educational process, audio
and/or video conferences for classes, instant exchange (during working hours) of personal,
group and mass text and/or audio messages, media files, news, etc. should be provided. In this
regard, at this stage of this study, we have set the target of developing a digital solution for
effective “Student-Teacher” communication by means of instant information exchange
procedures between subjects of educational relations.
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Figure 2. Modular structure of the Student-Teacher digital solution
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The modular structure of the proposed digital communication service “Student-Teacher” is
shown in Figure 2. For this purpose we used the following stack of technologies: Microsoft
Visual Studio and the C# programming language, Microsoft SQL Server DBMS, NUGET. The
module “Personal online area of a teacher/dean’s office employee” is a service created for the
university staff to ensure communication with students. In this subsystem, one can search for
information on users. In addition, the user can place an ad to the Bulletin Board. It is also
possible to send messages and documents in real time, view and change one’s personal
information. In turn, the module “Student’s Personal Online Area” is also an interface created
for university students for their communication with the teaching staff. In this subsystem, one
can also search for information on users. Also, a student can view ads from the Bulletin Board,
to send messages and documents in real time, view and change their personal information.

When testing and researching the effectiveness of the developed Student-Teacher interaction
information system, the respondents were asked to assess several indicators characterizing the
end user’s satisfaction with the system, such as user-friendliness of the system’s interface, its
informational value, learning difficulty level, efficiency and convenience of communication.
The survey results are presented in Figure 3.

® EIES ™ Messenger 89.7
2t 46,2
[
Clear and convenientUnknown and complex Clear and habitual Unclear

Figure 3. Assessment of simplicity and convenience of the developed digital interface

The user-friendliness and convenience of the system were evaluated from the point of view of
the end user. When systems are complex, they are difficult to work with. A very complex
system may have many functions, but it can only be used for a specific purpose. Its low level of
using indicates the low efficiency of the implemented technologies. As seen from Figure 6, the
convenience and user-friendliness of the interface of the existing electronic informational
educational system (EIES) of the university is inferior to the developed application by the type
of messenger.

3. INFORMATIONAL VALUE OF THE SYSTEM

The quality of information the system can store, deliver or produce is one of the most common
criteria by which communication systems are evaluated. The information quality affects both the
user’s satisfaction with the system and their likeliness to use the system. This, in turn, affects the
practicability of the system for users and the educational institution as a whole. The results in
Figure 4 demonstrate a high estimate of the informational value of the developed digital service.
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® Quite informative & Uninformative

i

79.5%

Figure 4. Informative value of the developed digital service

4. USAGE LEARNING SPEED

The usage learning speed directly correlates with the efficiency of the digital service. Learning
how to use a complex system is a time-consuming process and the end users feel frustrated
about this. According to the survey results (Figure 5) the developed digital solution proved out
to be the easiest to learn.

HEIES i Messenger
61.5
513
46.2
25.6
12.8
i 2,6
o - S
Easy Medium Comlexity Easy Medium Comlexity
comp lexity complexity

Figure 5. Assessment of the complexity of learning to use the developed digital service

5. EFFICIENCY AND CONVENIENCE OF COMMUNICATION

As seen from Figure 6 most users consider communication through the university’s EIES to be
currently non-operational (not instantaneous) and prefer third-party applications.

B Instantly ENot instatly ODo not use the existing DIEE for communication

48.5%

Figure 6. Assessment of the communication efficiency of the existing university’s EIES

Meanwhile, the majority of respondents (Figure 7) do not consider communication by means of
the developed digital service inconvenient and non—operational. Therefore the main task of this
research to ensure speedy communication between the subjects of educational activities was
accomplished.
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® Quite convenient, clear, effective ® Normally i Inconvenient, ineffective

Figure 7. Assessment of the communication efficiency in the developed service

It can be concluded that the current university’s EIES has a rather complex functionality and its
interface is not the simplest one compared to a specialized digital solution — a messenger-type
application which enables greater efficiency in the communication process. The proposed
solution is expected to improve the interaction of system users in the educational process of the
university.

6. CONCLUSIONS

Nowadays there are numerous interpretations of digitalization in the digital transformation of
educational activity, at the conceptual level by the constructability we mean the positive
component harmonizing the relations of internal and external elements of educational systems
due to the use of contemporary information and communication tools and technologies. In a
narrower applied meaning, the constructiveness of digital transformation is manifested in the
evidence of its socio-economic efficiency, i.e. the need for such approaches and solutions that
will ensure the objective assessment of acquired knowledge, skills, and will help reduce the
routine work of the teaching staff, etc.

It is established that an essential component of constructive digital transformation is the means
of modern information and communication technologies which bring communication in the
Student-Teacher system to a completely new level. The result of the conducted research is the
developed application to ensure effective communication between students and the university
staff. The usage of the developed digital solutions is expected to significantly reduce the work
hours during the academic period and improve the quality of educational activities. This
development can also be used in other educational institutions, as well as for conducting
research in the field of distance learning.
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NPUMEHEHME IITU®POBBIX IBOMHUKOB B
UHTEJUIEKTYAJIBHBIX TPAHCIIOPTHBIX CUCTEMAX

B.T. Cunopenko
Poccutickuti ynusepcumem mpancnopma (MUHT), Mockea, Poccus, valenfalk@mail.ru

Annomayus. B cmamve npoaHAnUsUpoSan JHCUSHEHHbI YUK OP2AHU3AYUL NEPeBO30UHO20 Npoyecca u
VApagnenuss UM 6 PASMUYHBIX  CUCEMAX —CKOPOCHIHO20 —MPAHCIOPMA  20POOCKUX — A2IOMEPAYUL.
Tpoananuzuposar: Onvim UCNOIB308aHUS MHOOQYHKYUOHATLHOU KOMIICKCHOL MOOC 8 X00€ NOCHPOCHUS.
UHMEIEKMYATIbHBIX  MPAHCROPMHBIX — cucmeM.  TIoKasanbl  803MONCHOCMU  UCHOTb306AHUS  YUPDPOBBIX
080UHUKO8 6 NOO0OHbIX cucmemax. Ilpusedenbl coomeemcmeyrouue WIOCHPAMUGHbIE  NPUMEDDL.
IIposedénmblii 6 cmamve aHAMU3 NOKA3AN NEPCHEeKMUGHbIe HANPAGICHUS DA3GUIMUS UHMELICKIMY QIbHbIX
MPAHCROPIMHBIX CUCIEM HA OCHOBE HAKONICHHWIX 043 3HAHUL. B pesynvmame npumenenus: KOMIIEKCHO20
n00X00a K peweHuio 3a0ay UHMeLICKMYabHO20 YAPAGIeHUs NIAHUPYEMCst NOSbIueHuUe ddexmusrnocmu
UCNONIL306AHUSL MHOXNCECIBA 8bLOCIEHHBIX PECYPCOB, NPOYCHIMA GLINOTHEHUS 2PAMUKA OBUNCCHUSL NOE3008 U
0p.; COKpawenue KOnuHuecmsa owuboKk nepeoauu uHGopMayuy, a maxxice GO3HUKAIOWUX 6 Pe3Vibmame
GIUSHUA HE2AMUBHO20 HENOBEUECKO20 (hakmopa u Op.

Knrouesvle cnosa: yughpoeou 06OUHUK, UHMEIEKMYWIbHAS MPAHCNOPMHASL  CUCEMd,  20POOCKOL
mpancnopm, 6a3a 3HaHuil.

1. BBEJEHHE

B Hacrosiiee Bpemst POMCXO/IMT 3HAYMMBIA TIEPEXO]] CHCTEM YIPABJICHHSI HA HOBBIN YPOBEHB. OT
ABTOMATHYECKMX W aBTOMATH3HPOBAHHBIX CHCTEM YIIPABIICHUS JBIDKEHHEM K MHTEIUICKTYAIbHBIM
TpancnoprHbM cucTemaM (MTC), nepes KOTOpPbIME CTaBUTCS FOpa3zio 0oJiee IMUPOKOE MHOMKECTBO
3a71a4, KOTOPbIE JIOJDKHBI PEIIAThCs ¢ UCTIOIb30BAHIEM COBPEMEHHOI'O MaTeMATIYEeCKOro anmapara
1 IIM(POBBIX TEXHOJIOTHH.

Onnoii u3 onmunTenbHEIX YepT UTC sBrisiercst HCronb30Banue ITM(POBBIX BOMHNKOB, B COCTAB
KOTOPBIX BXOIT TPAJUIMOHHO WCIONB30BABLIMECA IPH CUHTE3¢ ABTOMATHYECKHX H
ABTOMATH3HPOBAHHBIX CHCTEM YIPABJICHUS IM(POBbIE MOIEIH, JIOMOIHEHHBIE IBYCTOPOHHUMH
MH(OPMAIMOHHBIMH CBSI3IMH € OOBEKTOM YIIPaBIeHIS (MOICIMPOBAHNS) 1 (FITH) €r0 COCTABHBIMH
YaCTSMIL.

Takoll mOAXOJ Mperonaraer, 4Yro B COCTAB MHTEJUICKTYAIbHOW CUCTEMBI  YIIPaBJICHUS
TIEPEBO30YHBIM TPOIIECCOM, OXBATHIBAIOMIEH BCE JTallbl KU3HEHHOTO IMKJIA TEPEBO30YHOIO
Tporiecca, HapsiTy ¢ Y)Ke IUPOKO PUMEHSIEMBIMU CPEICTBAME aBTOMATH3AIINH, IOJDKHBI BXOUTh
U 1MpPOBbIC MOMCIH, KOTOPHIE B 3TOM Ciydac MOIYT ObITh OOBCIMHEHBI B COCTABE
MHOTO(YHKITHOHATBHON KOMILTEKCHOM MozenH [1].

B peammzaimm monoOHbIX cucreM Ha Kadenpe «YmpapieHHE M 3aluTa  HWHPOPMALUN
PYT(MUUT) nakoruieH Gombloi ombIT. J{aHHas cTaThs MOCBSIIEHA aHAIM3Y WMEIOLIEHCs 0a3bl
3HAHU, BBIBJICHUIO HOBBIX 3a1a4 U ITyTeH UX PEeLICHUs.
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JK¥3HEHHBIT IMKII TIEPEeBO30YHOIO TIPOLECCa HAYMHACTCS C BBIABICHUA TOTCHIIHMAIBHBIX
3aKa34MKOB M WX IOTPEOHOCTEH; IMPOOIDKACTCS IUIAHUPOBaHUEM (DYHKIMOHUPOBAHHUS BCEX
3a/ICHCTBOBAHHBIX PECYPCOB, a IOCIIE HEMOCPEICTBEHHOH pea3aliy, JIeXKaIe B OCHOBaHNH V-
00pazHOM MoOfeNmH, TEepexXONUT B CTa[i{ AaHAIW3a KA9ecTBAa BBIIONHEHMS IIEPEBO3OK U
Pe3yNbTaToB (hYHKIIMOHMPOBAHKS BCEX BHIOB 3a/IeHiCTBOBAHHBIX PECYpPCOB M 3aKaHUMBACTCS
TPHUHATHEM COOTBETCTBYIOIIMX YIIPABIEHYECKUX PEIICHHH Ha OCHOBE HHTE/UIEKTYaIbHOIO
aHam3a qaHHbIX (PrcyHOK 1).

PaccmotpuM mozipoOHee KaxIblid W3 3THX 3TalloB M OCOOEHHOCTH TNMPHMEHEHHs LU(POBBIX
JIBOWHIKOB M MHTEJUICKTYAIBHBIX AJTOPUTMOB YIIPAaBJICHHS! HA KKIOW W3 CTaaWid >KU3HEHHOTO
ILIUKJIa TIEPEeBO30YHOI0 Iporecca Ha npuMepe MTC, npuMeHseMbIX Ha CKOPOCTHOM PEIbCOBOM
TpaHcnopTe MOCKBBI, KOTOPBIH BKIFOYAET B ce0sl IPUTOPOIHBIH SKEIe3HOAOPOXKHBIN TPAHCTIOPT B
YepTe roposia M ero OJmKANIIHX «CITyTHHKOB» (MOCKOBCKHE IeHTpabHbIe traMeTpsl (ML) u
Mockosckoe teHTpanbHoe Koo (MLIK)), MOCKOBCKYI0O MOHOPEIBCOBYIO TPAHCIIOPTHYIO
CHCTEMY, METPOIIOJIUTEH M CKOPOCTHOW TpamBait [2]. Kakmplii W3 3THX BHIOB TPaHCIIOPTa B
OTIPENICTIEHHON Mepe aBTOHOMEH, HMMeeT COOCTBEHHYIO 000COONEHHYI0 HH(PaCcTpyKTypy,
OTNIMYHBLIC OT JPYIUX TUIIbI TIOABMKHOI'O COCTaBa WM HWHTEPBAJIBI JBVDKCHUA TPAHCIOPTHBIX
CPE/ICTB, HO HAaXOASTCS B TECHOM CBSI3M MEXIy COOOW B NEPBYIO OYepeib W3-3a €IUHOH VIS
TOPOJICKO#T arfIOMepaIHi JMHAMUKH [TacCaKUponoToka [3].
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Pucynox 1. 2Kusnennvul yurn opeanuzayuu nepeso3ouHo2o npoyecca

2.  ®OPMHUPOBAHUE UCXOJHBIX JAHHBIX JJIAA HIOCTPOEHUSA I'PAOUKA
JABNKEHUSA ITOE3/10B

Ucxonuple naHHble s mocTpoeHust Trpaduka merwkenus moesnoB [JII1, obecrieurBaronmx
TIACCKUPCKIE TIEPEBO3KM, BKIIFOYAIOTCS B ceOSl INPOTHO3MpPYEMBIE MAcCaKUPONOTOKH Ha
paccMaTpUBaeMbIX yJacTKaX, a TAKXKE TEXHUKO-3KCIUTyaTallOHHBIE ITapaMeTphl U YCIIOBHS paboThI
TpaHcTiopTa. Ha ocHOBE 3THX JaHHBIX OMPENENSIOTCS Pa3sMepBI ABIKEHNSI, KOTOpbIe HEOOXOIMMO
peamzoBate Ha [JIII. Meromonornueckas OCHOBa Uil OINpPENETCHUS PAa3MEPOB JBIDKEHUS
TIPATOPOIHBIX MACCAKUPCKUX TTOS30B CO3aHa HAyYHOH MIKomoi mpodeccopa [Mazoiickoro HO. O.
[4], a myst MeTpononmTero — mpogeccopa Cumoperko B. T. [5].

OcHOBHOH 3aa4eil MCIONMB30BaHMs MU(POBBIX JBOWHIKOB PACCMATPHBAEMBIX YJACTKOB HA 3TOM
JTarle sBJISCTCS BbIBJICHHE TIOTEHIIMAIEHOMN MPOITYCKHOM CIIOCOOHOCTH 3THX YYACTKOB, BBISBIICHHE
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JMMHUTHPYIOIMX Y9ACTKOB, OTPaHWYMBAOIIMX TIPOITYCKHYIO CIIOCOOHOCTh yYacTKa B LIEJIOM,
MOJICIMPOBAaHNE BO3MOXKHBIX BAapHAHTOB OPraHM3ALMM JBIKCHUS, MO3BOJLIIOLIMX IPEOOJIETh
BIIMSIHUE TAaKUX JIMMUTHPYIOIIMX Y9acTKOB, HANPUMEP, OPraHM3aLlsl 30HHOTO JBIDKCHHSL
Hcrnonp3oBaHre HMEHHO IH(POBBIX IBOMHUKOB, a HEe MPOCTO IM(POBBIX MOJEIEH, TIO3BOIIOIIEe
TIPOBOJIUTH  CBOCBPEMEHHYIO  BEPU(DUKAIIMIO HWHTEPBAIOB BPEMEHH, HEOOXOMMMBIX  JIs
HEPEKIIOUCHN CTPEJIOUHBIX MEPEBOIOB M BKITIOYEHMS paspelliaroliX MOKAa3aHWH cBETo(opos,
TI03BOJISIET BBUIBJIATH «y3KHE MECTa», OIPAHMYHBAIOIIME IPOIYCKHYIO CIOCOOHOCTb, KOTOPBIMU
Yare JPyrux y4acTKOB SABJIIOTCS CTAHIMOHHBIE ITyTU 000poTa. XapaKTepUCTHKH STHUX YYacTKOB
MOTYT KOPPEKTUPOBAaThCSI B XOZIE 3aMEHBI IEMEHTOB JIOTHYECKHX CXEM WM NMEPeKIOYeHHN Ha
JpYTYIO CUCTEMy oOecrieueHus Oe30MacHOCTU JABIDKEHMS, UTO OKa3bIBAeT CyILECTBEHHOE BIIMAHHE
Ha ycroiunBocTh peamisarmu [T [5].

3. HNOCTPOEHHME I'PA®UKA JIBUKEHUSA IIOE3/10B

[AIl  sBmstercs OCHOBHBIM — JIOKYMEHTOM, JIOKAOUM B  OCHOBE  (DYHKIIMOHMPOBAHWS

COOTBETCTBYIOLLEH TpaHCHOpTHOM cucteMbl. [Ipu moctpoennu I'ZIII cymiectBeHHOE 3HaueHHE

HMEET MPOBEPKA €70 YCTOMUMBOCTH K BIIMSTHUFO TAKHX (HaKTOPOB, Kak [2]

® CMEIIAHHOCTh — JBIDKCHHE [0 OJHMM M TeM K€ IyTsIM II0e30B CO 3HAYHMTEIBHO
pasMyaromMUCs MHOXXECTBaAMU  TUIAHOBBIX BPEMCH XOJd, OCTAHOBOYHLIX ITYHKTOB U
XapaKTePHCTHK MO/IBIKHOTO COCTaBa;

e HEMapaUIebHOCTh — OTIMYME BPEMEH XOJa MO OJHOMY M TOMY JKE€ YYacTKy y pPasinuHBIX
TI0E3/10B;

®  30HAJBHOCTH — HATMYHME HECKONBKHX 3aMKHYTBIX KOHTYPOB JBIDKEHHS TTOE3/I0B HA OJTHOM U TOM
K€ YJacTKe;

® HEaBTOHOMHOCTh — 3aBHUCHMOCTb Pa3MEpOB IBIDKCHHS, BPEMEH XOa M APYTHX YCIOBHH OT
BPEMEHY,

e COOlHas CHUTyamys — CHTyaIsl, BOSHHUKAIOIIAS TIOCNe KAKOTO-IMOO COOBITHS, TIPUBEIIIEIO K
TIOSIBJICHHIO PACCOTTIACOBAHIS HOPMATHBHOTO M HICTIOITHEHHOTO Tpa(hrKa JBKCHHSL.

Hasmmurie coBpeMeHHBIX IH(POBBIX JIBOMHUKOB JIMHHI METPOIOJIMTCHA MM YYaCTKOB KEJIC3HBIX
JIOpOT HapsiTy C MPEABAPUTEIFHBIMA MaTEMATHIECKIMH PacdeTaMH IO3BOJIIIOT PEILHTh 3Ty 3a7ady.
Hcnonb3yemble s aHaimm3a ycroiumBoctd [JII1 Momenu MODKHBI CHMYJIHMpPOBaTh paboTy
OCHOBHBIX IOJICUCTEM JIMHUM METPOIOJIUTEHA, CBA3aHHBIX C JBIDKEHHEM TI0€3]0B, BO3NECHCTBUS
BHEIIIHEH Cpellbl M Ppeakluio paOOTHUKOB METPOIOJMTEHA W TEXHHMYECKMX CPEACTB Ha
VIIPABILIOMINE KOMAHIIBI TTOS3THOTO JMCTIeTYepa KaK IMPH HOPMATEHOM (PYHKIIOHHPOBAHUM, TAK H
TIPH HAJIMYAM PaCcCOINIACOBAHUS IUIAHOBOTO WM HCIOJIHEHHOTO TpajuKa IBIDKCHUS (B COOHHBIX
cuTyamsix). VHpopMariist 0 MUHIMATBHBIX HHTEPBAIAX BPEMEHH, HEOOXOIMMBIX TS PEaT3allii
TOTO WM MHOTO M3MEHEHMSI B3AMMHOIO MOJIOKEHMS ITOE3/I0B, @ TAKKE BO3MOKHBIX OTKIIOHEHHSIX OT
III'’/IT npomwkHa mepenaBaTbCsl B CPEACTBA  aBTOMATW3MpoBaHHOro noctpoenus [ u
HMHIULMPOBATHCS. B KOHTEKCTHBIX MEHIO, IIPUBSI3aHHBIX K COOTBETCTBYIOIIMM drieMeHTam [T

B ycnoBWsSX MHTErpalM paHee pa3pO3HCHHBIX TPAHCIIOPTHBIX CHCTEM CO3IaHHE CIMHOTO
MHCTPYMEHTApHsl aBTOMATH3alMM TEXHOJIOTHYCCKUX U OM3HEC-TIPOLIECCOB SIBILICTCS] BaKHBIM
(hakTOPOM TOBBIIICHUST YPOBHSI MHTETPALKA CKOPOCTHOIO TPAHCIOPTA TOPOJCKHMX aryIOMEpaliHil.
[prmepom Takoro HHCTpYMEHTapHs SIBJIIETCS pa3paboTaHHast Ha Kadeape «YTpaBleHne  3aluTa
undopmaw PYT (MUUT) u skcrutyarupyemast Ha MockoBckom Merporniositene ¢ 2003 .
ABTOMATH3UPOBAHHAsI CHCTEMA IIOCTPOCHHSI IIAHOBOTO rpadhuKa JBIDKEHHUS HACCAKUPCKHX TT0E37I0B
1o JiHKUK MeTporouteHa «APM I'paduictay, koTopas mokasasa CBOK THOKOCTb B XO/IE aaNTaLH

k ycnosusiM MITK.
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4. TTOCTPOEHHME I'PA®UKA OBOPOTA JJIEKTPOIIOABUKHOI'O COCTABA

[lpumeHeHne cucTeM NPENMKTHBHON aHAJIMTHKH, Oa3MpYIONIMX Ha TOCTPOSHHH LH(POBBIX

JIBOMHUKOB TIOJIBIKHOTO COCTaBa, ¥ IIO3BOJSFOIIMX IIOJYYMTh HPOTHO3BI IO  CIIEIYFOIIMM

HaIpaBJICHUSIM:

® yepe3 Kakoi MPOMEXYTOK BpPEMEHH OOOpYIOBAHME MOXKET BBINTH W3 CTPOSI C 3aJ[aHHOM
BEPOSITHOCTBIO;

® KakoBa BEPOSITHOCTH TOTO, YTO OOOPYIOBAHKE BBIAZIET M3 CTPOS HA 33J]AHHOM IOJIE30BaTENe
TOPU30HTE BPEMEHH,

® JICTCKTUPOBAHBI JIU AHOMAIIMH B TIOBE/ICHHH 000Dy I0BAHHSL.

Hcnonb3oBaHue Takoro IMOIXOAa MO3BOMSIET COYETAaTh PA3iUYHble IMOAXOABI K OpraHH3alliy
TEXHMYECKOTO  OOCIY)KMBaHHsI —TIOABIDKHOIO  COCTaBa  PEAKTHBHOIO, IIPEBEHTUBHOIO U
HPeJUKTUBHOTO. B coueTaHMy ¢ HCHONB30BaHMEM ABTOMATH3MPOBAHHBIX CPEICTB MOCTPOSHUS
rpaduka oOOpoTa MOIBIDKHOrO cocraBa, Hampumep, «APM I'padwcra», 3to Moxer crocoG-
CTBOBAaTh TOBBIIICHAIO KO()(QUIMEHTa TOTOBHOCTH TOBIDKHOTO COCTaBA M CHIDKCHHIO YHCIA
TIOJTHBIX MITH YACTHYHBIX OTMEH PEiiCOB B CBSI3U HEHCIIPABHOCTHEO MOABIKHOTO COCTaBa [5).

5.  ITIOCTPOEHUE I'PA®UKA PABOTBHI TOKOMOTHUBHBIX BPUT'AJ{

Ilpn ympapigeHNMM YENOBEYECKMMH pECYpcaMH TakkKe BO3MOXHO TIPUMEHEHHWE CHCTEM

TIPETMKTUBHOM aHAJIMTHKH, JIAFOIIMX OTBETHI HA BOIPOCHL:

e yepe3 Kakod INPOMEXYTOK BPEMEHH pAaOOTHHK COBEPLIMT HApyIIEHWE 3aJaHHOTO THIA C
3a1aHHOM BEPOSTHOCTBIO;

® KakoBa BEPOSTHOCTb TOTO, YTO PAOOTHUK COBEPLIUT HAPYILIECHNE 331aHHOTO THIIA Ha 3a[]aHHOM
TIOJTB30BAaTENE TOPH30HTE BPEMEHY,

® JICTCKTUPOBAHBI JIM AaHOMAIMU B TIOBCACHUN pa60r HUKAa.

YenoBeueckuii (hakTtop HapsiLy C COCTOSHUEM MH(PPACTPYKTYPbI M MOJBIKHOIO COCTABA SIBIISIETCS
OCHOBHBIM, BJIMSIIOIIMM Ha OE30IMacCHOCTh TPAHCIIOPTHBIX CHCTEM. [IprMepoM IMoo0HBIX CHCTEM
SIBISIETCSl «ABTOMATH3MpOBaHHast cucteMa JloBepeHHas cpela JIOKOMO-TUBHOTO KOMIUIEKCa»,
KOTOpast C OIHOW CTOPOHBI IOCTOSIHHO KOHLICHTPUPYET HH(POPMALMIO O PEXUME pPabOThI
MaIMHKCTOB ¥ HAPYLICHUSX B UX paboTe, a C APYroi CTOPOHBI HA OCHOBE PEaTM3alii aJlTOPUTMOB
MAIIMHHOTO 00y4eHHs (POPMHPYET CIHCOK MPOPUIAKTHYECKIX MEPOTPHSTHIA, HANPABICHHBIX HA
MUHHMHM3ALIIIO YHCIIa 3THX HapyIieHwii [6].

Ha «xadenpe «Ympaenenme wu 3anmra wHpopmarmm»y PYT (MHUUT) paspaborana
VHTCIUICKTyallbHAs CUCTEeMa IUIAHUPOBAHWS PaOOTHI JIOKOMOTHBHBIX OpHUTraj, peaTn3yromas
aproMarmsupoBanHoe TioctpocHre [P JIB (OCHOBHBIX W TONMEHHBIX) KaK Il YCJIOBHIA
MeTporonuTeHa, Tak u yciouit MIIK ¢ yuéToM JIOKambHBIX HOPMATHBHBIX akTOB [7].

6. YIPABJIEHUE NIEPEBO30OYHbBIM INPOIECCOM U ®UKCALIUA JAHHBIX U
PE3YVJIbTATOB ITIEPEBO30OYHOI'O ITPOLIECCA

B ycrmoBusx 1mratHOM pabOTHI BCEX KOMIIOHEHTOB TPAHCIIOPTHON CHCTEMBI YIIPaBIICHYECKUC
pellieHUs. HalpaBleHbl Ha BBINOJHEHME IUIAHOBBIX 33/IaHMN M TOKazarelied. B HemrratHbIx
CUTYaIMSIX OpraHM3alsl TIEPEBO30YHOIO Mpoliecca, odecrieueHne 6e30MacHOCTH i BOCCTAHOBJICHHE
JBIDKeHHsT 1oe310B 1o HopmarvBHoMy [JIIT TpeOyroT omeparvBHO INPUHUMATH CIIOXHEHIIEe
pElLICHUsT C Y4YETOM CIEAYIONMX OOCTOSITENBCTB: Pa3HOOOpasue W CIIOKHOCTh BO3MOMKHBIX
HEIUTATHBIX CHTYalLlMi, OrPOMHOE KOJIMYECTBO BAPHAHTOB M CIIOCOOOB MPUBENECHUS CHTYallMH K
LITaTHOMY PEKUMY PaOOTHI, KKIBIH M3 KOTOPBIX MOTYT JIaTh Pa3iIMUHBINA Pe3yIIbTaT U dPQEKT.
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CoBpeMeHHBII YPOBEHb DPa3BUTHA HH(POPMAIMOHHBIX TEXHOJOTWI TIO3BOJIICT HAKATUIMBATH,
XPaHHUTbh ¥ 00pabaThiBaTh MHPOPMALIHIO O KOKIOH HEINTATHON CUTYAI|H, IIPUHSTHIX PEIICHHSIX 1
HIX TIOCTICTICTBHSIX.

HakorieHHble 0asbl JTaHHBIX MO3BOJ/LIIOT ITPOBOJUTH AHAIW3 CHUTYalMil C KCIOIB30BaHUEM
MHOTO(YHKIMOHAIBHOW KOMIUIEKCHOW MOZENN M PacIupsTh 0asy 3HAHWHA MHTEIUIEKTyabHBIX
CHCTEM OIEPATUBHOTO JVCIETYEPCKOTO YIPABJICHHs IBIKEHUEM I0€3/10B. VICTIONb30BaHe TaKUX
CHCTEM Ha TEKYyIIEM 3Tarle BO3MOXKHO B PEXKIME «COBETUHKa» B CBS3M C HAIMUHMEM 33JIEPIKEK B
TIPUHATHN PELIeHHs] ¥ HEPEIIEHHOCTH BOTIPOCOB FOPHAMYECKOH OTBETCTBEHHOCTH 33 PE3YIIBTATHI
ABTOMATHIYECKOTO YIPABJICHHS IBIPKEHHEM TPAHCTIOPTHBIX CPEZICTB.

HayunpiMu 1 mipoexTHbIME OpranmsanisiMi PO, B Tom uncne u Ha kadeape «YmpasieHue u
sanmra uHpopmarmmy PYT(MUUT), HakoruieH OOJIbIION OMNBIT B Pa3BHTHH [IEHTPATH30BAHHBIX U
ABTOHOMHBIX aBTOMAaTH3HPOBAHHBIX CHCTEM YIpPAaBICHUs JBIDKEHHEM I[OE3/I0B, B TOM UHCIE
paspaboTaHa cHcTeMa MOASPYKKA IPHHSATHSI PELICHUS TIOS3THBIM rcerdepoM [1, 2.

7.  MHTEJJIEKTYAJIbHbIV AHAJIA3 JAHHBIX U IIPUHSITUE
YIPABJIEHUECKUX PELLIEHUI

Anamm3 coOpannoii mH(opMarmm B ACY mpoBOmMTCS Kak B PEXUME PEabHOTO BPEMEHH B
TpoLIecce ONEPAaTUBHOTO YIPABICHHS IIEPEBO30YHBIM IPOLIECCOM, TaK M allOCTEPHOPHO B XOIE
BBIPDAOOTKM ~ CTpaTerMy yIpaBlICHHWS TPAHCIOPTHOH CHCTEMOM Ha pasHBIX TOPU30HTAX
IlaHupoBaHus. Ha 3tom atame mpoBomutcst BepuduMKaiysi IHUQPPOBBIX IBOWHHKOB HAa OCHOBE
CpaBHEHUSI IIPOTHO30B, IIOJTYYEHHBIX C HCTIONB30BAHUEM, M PEATBHBIX PE3YJIBTATOB.

8. MOJE/JMPOBAHUE U OBYYEHUE

SnpoM TpeHaKEPOB — aBTOMATHU3UPOBAHHBIX CHCTEM OOYYCHHS, OCHOBAHHBIC HA HCIOIB30BAHUHI
WMUTAlMOHHBIX ~ MOJENCH,  SBISIOTCS ~ [WM(POBBIC  JBOMHHMKK,  OOBCIMHCHHYIO B
MHOTO()YHKIIMOHATIFHYIO KOMIUICKCHYFO MOJIE/b. B 3aBUCHMOCTH OT IIEJICBOM  ayJUTOPUH
BO3MOXKHBI Pa3JIMYHBIC TOAXOABI K IOCTPOCHUIO MOJCIH OIHOTO M TOTO € YCTPOWMCTBA WITH
crcteMbl. Hampumep, B TpeHaXEPaX MAIIMHUCTOB W 0A3UPYIONHECS HA UX OCHOBE OOYYaroIlve
KOMIUTEKCHI JTOJDKHBI OBITh JETaJbHO PAcCMOTPEHBI BCE CHCTEMBI TIOJBIDKHOTO COCTABA, TaK Kak
LEeTBI0 OOYYeHHS SIBIIAETCS TIOMydeHHE KOMITCTCHIINH B OOJIACTH YIIPaBIICHWS 33[JaHHBIM THIIOM
MOZBMKHOIO COCTaBA KaKk B IITaTHOM, TaK M HEIUTATHOM CUTyallMd W NOJIEP)KaHHE €ro
PaboTOCOCOOHOTO COCTOSIHKSL. B TpeHaxkE€pax Moe3HbIX M CTAHIIMOHHBIX JIUCIIETYEPOB LH(ppoBast
TEHb (IMHAMUYECKAs COCTABILIOIIAs I(POBOrO TBOWHMKA) JOJDKHA OTPAXKATh TOJBKO JHHAMUKY
JBWKCHUS C MHUHHUMAJIbHBIMU BanaTaMI/I BBIYUCIIUTCIIbHBIX pecprOB lTpl/I 3allaHHOﬁ TOYHOCTU
MoepoBans [8].

Kadenpa «Ymnpassenue u 3aumra nadopmarmmy PYT (MUNT) B 1999 r. paspabotarna i BHeApHIA
HEpBbI B MUPE TPEHAKEP MOE3HOrO AUCIETYEpa JIMHUM METPOINOIUTeHa. Takue TpeHaKEPHI
paspaboTaHbI 151 BeeX MHUI MOCKOBCKOro MeTporonuTeHa [9] 1 MoryT ObITh aJanTHpOBAHbI JUIs
yenouit MLIK. TTooGHbIe TpeHaXXEPBI SBIAFOTCS TPEKPACHBIMH TOJIMTOHAMU TSI HCCIIEIOBAHNS
COBPEMEHHBIX JITOPUTMOB LIEHTPAIM30BaHHOTO MHTEIUIEKTYaIBHOTO YIIPABICHHS JABKCHHUEM.

9. 3AK/IIOYEHME

[penmnoxenHas MOIENb KI3HEHHOTO IMKJIA TIEPEBO30OYHOIO TIPOIecca IMO3BOJSIET PEa30BaTh
3aMKHYTHIH ITUKIT yIPABJICHUS C PA3iIMIHBIMA TOPU30HTAMH TUTAHUPOBAHIIS.
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AHanu3 OrbITa CO3AHKSI U UCTIONB30BAHKS CPEJICTB aBTOMATH3AIMK YIIPABICHHS [IEPEBO30YHBIM
MPOLIECCOM CKOPOCTHOIO TPAHCIIOPTA FOPOACKKX arjIOMEPaLiii IToKa3al Hanbosiee MePCIeKTUBHBIC
HAIpaBJICHUs] X Pa3BUTHs, K KOTOPbIM OTHOCHTCSl MHTEIUICKTYaIH3alysl TONOOHBIX CPEICTB HA
OCHOBE HAKOIUTICHHBIX 0a3 3HAHUIA.

KoMrieKkcHbli MoIXo K PelieHHIo 3a/ia4 MHTEIUISKTYaIbHOTO YIIPaBJIeHHsI 00BEKTaMH Pa3HbIX

THIIOB, HETIOCPEICTBEHHO CBSI3aHHBIX C OpraHM3alel TBIKEHIS TOBBICHT:

e 3((HEeKTHBHOCTD UCIIOB30BAHMS HAKOIUIEHHOTO OIbITa IIOCTPOSHHS HHTEIUICKTYaIbHbIX CUCTEM
YIIpaBJIEHUs, TaK Kak IPOCIEKUBACTCS TECHasl B3aUMOCBSI3b MEXTy MOCTAHOBKAMHM 3a1ad U
TIOJIXOIAMH K MX PEILIEHHIO TSl OOBEKTOB Pa3HBIX THIIOB;

e S()EeKTHBHOCTh WCTONB30BAHMS HAKOIUIGHHOM TIPH CO3IaHWH IW(POBBIX BOHHHKOB
Pa3IYIHBIX 00BEKTOB 0a3bI 3HAHMI, HJIEMEHTHI KOTOPOI MOTYT HAWTH MHOXKECTBO TIPIMEHCHHHA,
B XOZie KOTOpHIX OHM OyIyT COBEpIICHCTBOBATHCS ONarofapsi MOCTOSHHOW Bepr(HUKAIMN C
Pa3HBIX TOUEK 3PEHUS;

e 3p(}eKTHBHOCTS HCIONB30BAHKS MHOXKECTBA BBIIENCHHBIX PECYPCOB  (UETIOBEUECKUX H
MH(PACTPYKTyPHBIX);

® KayecTBO M OOBEKTMBHOCTh NMPHUHHMAEMBIX YIIPABICHYECKUX PEIICHHH, BBIPKAIOIIESCs B
IIEPBYIO OUYEPE/Ib B OBBILIEHUH TIpoLieHTa BeinosHeHwst [/11T;

®  CKOPOCTb PEaKIMY Ha U3MEHSIOIIHECS YCIIOBHS pabOThI TPAHCIIOPTHOM CUCTEMBI,

® CKOPOCTb U HAJEXKHOCTb OOMeHa uH(OpMalMed MeXTy CpencTBaMH LH(pPOBU3ALIMY,
MOJUIEPKUBAIOLIAX TEXHOJIOTMYECKHE TIPOLECCHl TPAHCIOPTHOM CHUCTEMBI U CMEXKHBIX
OpraHM3aLIMIA;

®  TPOW3BOHTENHHOCTD TPYy/a COTPYIHHKOB, PEIIAIONIMX COOTBETCTBYIOIINE 33/aul aHAIM3a U
YIIPaBJICHYSL.

OnHOBPEMEHHO YMEHBIIIATCS BIMSHUE YEIIOBEIECKOr0 (JaKTopa Ha MPUHIMAEMBIE YIIPABIICHIECKHE
PpeleHus ¥ 0e30TacHOCTh IBIKESHUS U IPOU3BOACTBEHHBIE M3ICPIKKHL.
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Abstrakt: Realnost oko nas je danas takva da je veliki dio ¢lanaka, vijesti i portala, popunjen naslovima o
viestackoj inteligenciji i ocekivanjima, izazovima, ali i rizicima od prevelike upotrebe. Javne rasprave i
¢lanci postaju masovna pojava pocetkom 2023. godine kada je americka istrazivacka laboratorija za
Vjestacku inteligenciju OpenAl pokrenula veliki jezicki model ChatGPT (Chat Generative Pre-trained
Transformer), odnosno ucinila ga opste poznatim alatom koji je svima dostupan. U ovom radu su sagledani
i uporedeni rizici kod najceséih nacina primjene metoda vjestacke inteligencije, sa osvrtom na moguca
ocekivanja U buducem periodu.

Kljuéne rijeci: Al, ChatGPT OpenAl

1. UVOD

U svijetu vjestacke inteligencije ponovo se dogodila prava eksplozija dogadaja. U tom svjetlu,
pojavljuje se pitanje, da li ¢e metode vjestacke inteligencije kona¢no preuzeti znacajan dio
poslova, ili je ovo samo jedna od novih zima vjestacke inteligencije. Ovo nije prvi put da se
desilo opste ushi¢enje metodama vjestacke inteligencije i njenim primjenama. Zato su u ovom
radu sagledani naj¢eséi rizici primjene.

Vjestacka inteligencija (Artificial Intelligence, Al) je revolucionarna tehnologija koja se sve vise
koristi u razli¢itim aspektima drustva [1], [2], [3], [4], od medicinske dijagnostike do
autonomnih (samovozecih) vozila. Medutim, sa porastom njene upotrebe, javljaju se i ozbiljni
rizici koji zahtijevaju pazljivu analizu i razumijevanje. Ovaj nauc¢ni rad istrazuje kljuéne rizike
vjestacke inteligencije kroz vise aspekata, kao Sto su autonomija, etika, sigurnost i
socioekonomske implikacije.

Ovaj rad koncipiran je na sljede¢i nacin: u drugoj glavi dat je pregled implikacija povezanih sa
upotrebom vjestacke inteligencije. Ovde ¢emo istraziti kako Al utiCe na razliCite aspekte
drustva, ekonomije i kulture sa osvrtom na uocene rizike. U tre¢oj glavi rada istrazi¢emo
pojmove "Al ljeta” (Al summer) i "Al zime" (Al winter). Ovi koncepti se odnose na faze u
razvoju vjestacke inteligencije i njihov uticaj na industrijalizaciju Al tehnologije. Cetvrta glava
¢e se fokusirati na konkretne rizike koji su se do sada ostvarili u vezi sa upotrebom vjestacke
inteligencije. Takode, razmotri¢cemo moguce strategije i mjere koje se mogu primijeniti kako bi
se ti rizici smanjili ili kontrolisali.

2. IMPLIKACIJE UPOTREBE Al

Koristenje vjestacke inteligencije (Al) ve¢ sada ima duboke implikacije na veoma mnogo
razli¢itih aspekata ljudskog zivota, drustva, tehnologije i ekonomije. U nastavku ih navodimo,
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grupisane po po oblastima u kojim se trenutno najces¢e pojavljuju i zbog toga najlakse
uocavaju.

Autonomija

Koristenje Al u kontekstu autonomnih sistema nosi sa sobom duboke implikacije koje
obuhvataju razli¢ite oblasti, kao $to su autonomna vozila, robotika, bespilotne letjelice i drugi
sistemi koji su u stanju donositi odluke i delovati bez direktnog uticaja ljudske intervencije.

Ova autonomija je omogucena primjenom naprednih tehnika masinskog ucenja, dubokog
uenja, senzorskih sistema i algoritama za donoSenje odluka. Al sistemi postaju sve
autonomniji, sposobni donositi odluke i djelovati bez ljudskog nadzora [5]. To otvara put prema
nekoliko rizika:

a) Nepredvidive odluke: Duboke neuronske mreze i algoritmi masinskog ucenja Cesto djeluju
kao crne kutije, tesko razumljive ¢ak i njihovim kreatorima. Ovo moze dovesti do nepredvidivih

b) Odgovornost: Kako se autonomija povecava, postavlja se pitanje ko je odgovoran za
eventualne stete ili neZeljene posljedice koje Al sistem moze prouzrokovati. Nedostatak jasnog
pravnog okvira za ove situacije moze stvoriti pravnu i moralnu zbrku.

Etika
Upotreba Al ukljucuje niz etic¢kih dilema koje mogu imati duboke drustvene posljedice:

a) Diskriminacija: Al sistemi uéeni na velikim skupovima podataka ¢esto preuzimaju implicitne
predrasude iz tih podataka na kojim su trenirani. To moze rezultovati diskriminacijom prema
odredenim skupinama ljudi u procesima kao sto su zaposljavanje, kreditiranje ili pravosude, §to
moze imati ozbiljne drustvene posledice.

b) Privatnost: Al tehnologija mozZe omoguc¢iti duboko prodiranje u privatnost pojedinaca, ¢ime
zapravo zahtijeva veliku koli¢inu podataka za obuku i funkcionalnost. Skupljanje, skladistenje i
obrada ovih podataka moze predstavljati ozbiljan rizik za privatnost pojedinaca ako se ne
primjenjuju adekvatne mjere zastite podataka [6].

Postavljanje etickih smjernica za Al moze biti veoma izazovno. Al sistemi donose odluke na
osnovu algoritama, ali neophodno je sagledati koje eticke vrijednosti treba ugraditi u te
algoritme. Al moze biti koristen za manipulaciju informacijama, odnosno stvaranje laznih
informacija, poput duboko laznih videozapisa, poznatih kao "deepfake"”, te drugih oblika
dezinformacija, $to predstavlja ozbiljan rizik za drustvo. Takode, automatizacija pomocu Al
moze dovesti do gubitka ljudskih vjestina u odredenim industrijama i oblastima.

Rizici vjestacke inteligencije znacajno se ogledaju u nedostatku adekvatne pravne regulacije, jer
nedostatak jasnih etickih smjernica za razvoj i upotrebu vjestacke inteligencije moze rezultovati
neetickim postupcima i posljedicama. Definisanje pravne odgovornosti u situacijama u kojima
vjestacka inteligencija donosi odluke ili izaziva Stetu moze biti izazovno, a trenutni pravni okviri
uglavnom nisu prilagodeni ovim novim situacijama.
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Teoretski, razvoj superinteligencije, odnosno Al sistema koji su mnogo inteligentniji od ljudi
moze predstavljati opasnost ako se na vrijeme ne uspostave sigurnosni protokoli i ograni¢enja.

Globalna saradnja i norme

Globalna saradnja i postavljanje medunarodnih normi su od sustinskog znacaja kako bi se
regulisalo i upravljalo autonomijom Al i minimizovali njeni rizici i negativni uticaji. Rizici
vjestacke inteligencije takode zahtijevaju globalnu saradnju i uspostavljanje zajedni¢kih normi:

a) Internacionalni konsenzus: Nedostatak dogovora medunarodne zajednice 0 etickim i
sigurnosnim standardima moze dovesti do trke u naoruzanju zasnovanom na vjestackoj
inteligenciji.

b) Norme za razvoj: Etika i pravila razvoja vjestacke inteligencije moraju se uspostaviti kako bi
se osiguralo da se tehnologija koristi na odgovoran i human nacin.

Sigurnost

Upotreba vjestacke inteligencije ima znacajne sigurnosne implikacije koje se protezu kroz
razli¢ite aspekte drustva i tehnologije. Al rizici su takode povezani sa moguénostima
zloupotrebe i hakerskih napada:

a) Manipulacija: Al se moze Koristiti za manipulaciju informacijama putem generisanja laznih
informacija, fotografija i videozapisa. Sinteza dubokih laznih sadrzaja, poznatih kao "deepfake”,
moze biti iskoristena za manipulaciju informacijama i obmanu Sirokog spektra publike.
Algoritmi druStvenih mreZa Koriste Al za personalizaciju sadrzaja koji se prikazuje korisnicima.
To moze dovesti do "filter mjehura™ u kojima korisnici vide samo informacije koje se slazu sa
njihovim postoje¢im stavovima, S§to olakSava manipulaciju javnim mnjenjem i Sirenje
dezinformacija. Al se takode moze koristiti za manipulaciju politickim procesima putem Sirenja
dezinformacija, ciljane propagande i uplitanja u izborne procese.

b) Hakerski napadi: : Al sistemi su ranjivi na napade i zloupotrebu. Napada¢i mogu pokusati da
manipulisu Al sistemima ili da koriste Al za sprovodenje napada. Napredak Al tehnologija
otvara nove nacine za izvodenje sofisticiranih hakerskih napada, uklju¢uju¢i napade usmjerene
na samostalna vozila, infrastrukturu i mreze.

c) Fizicka bezbjednost: Kada Al upravlja fizickim sistemima, kao $to su autonomna vozila,
dronovi ili industrijski roboti, postoji rizik od hakovanja ili zloupotrebe koji moze dovesti do
fizi¢kih $teta i povreda.

Socioekonomske implikacije

Vijestacka inteligencija ima dubok uticaj na ljudsku psihu i drustvene dinamike, te razvoj Al
moze imati dubok uticaj na drustvo i ekonomiju:

a) Gubitak radnih mjesta: Primjena vjestacke inteligencije transformise dinamiku trzista rada.
Odredena zanimanja koja su ranije bila trazena postaju manje trazena ili ¢ak zastarjela, dok se
istovremeno pojavljuju nova radna mjesta koja zahtijevaju visoko napredne vjestine. U mnogim
industrijama, uvodenje Al moze dovesti do automatizacije poslova i gubitka radnih mesta. Ova
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pojava ima znacajan uticaj na radna mjesta u sektorima kao S$to su proizvodnja, transport,
trgovina i administracija. Ovo moze imati ozbiljne ekonomske i socijalne implikacije. Na taj
nacin automatizacija potencijalno moze dovesti do masovnog gubitka radnih mjesta, posebno u
rutinskim i niskostru¢nim sektorima poput visokoserijske proizvodnje [5].

b) Povecanje nejednakosti: Radna mesta koja zahtjevaju napredne vestine u oblasti Al postaju
sve traZenija. To znaci da ¢e 0sobe koje su obucene za ove vjestine imati bolje mogucnosti za
zaposljavanje i vise plate. Osobe koje imaju pristup obrazovanju i resursima za ucenje ovih
novih vestina imaju prednost. To znaci da ¢e bogatiji pojedinci i zajednice imati vise resursa i
bolje mogucnosti za obrazovanje u oblasti Al. Ako se beneficije Al ne raspodjeljuju
ravnomjerno, to moze dodatno povecati jaz izmedu bogatih i siromasnih.

C) Zavisnost i izolacija: Primjena Al takode moze imati implikacije na zavisnost i izolaciju
pojedinaca u drustvu. Povecana interakcija sa vjestackom inteligencijom, poput virtualnih
asistenata, moze dovesti do socijalne izolacije i smanjenja ljudske interakcije, i uopste, postavlja
se pitanje kako to uti¢e na meduljudske odnose i ljudsku interakciju [7].

d) Kulturoloski utjecaj: Vjestacka inteligencija moze oblikovati na¢in na Kkoji percipiramo
kulturu i umjetnost. Ovisno o algoritmima, to moze imati pozitivan ili negativan uticaj na
raznolikost i kreativnost. Kultura komunikacije se mijenja s razvojem Al i digitalnih alata. Ljudi
sve vise Koriste elektronsku komunikaciju, drustvene mreze i chatbotove za interakciju. Ovo
moze uticati na na¢in na koji se izrazavamo, komuniciramo i povezujemo sa drugima. Al moze
biti alat za umjetnike i kreativce, ali takode moze stvarati izazove u vezi sa originalnosc¢u i
autenti¢no$¢u umjetnickih djela.

e) Psiholoski stres: Strah od gubitka posla zbog automatizacije ili neuspjeha u interakciji sa
tehnologijom moze izazvati psiholoski stres kod pojedinaca. U mnogim sektorima primjena Al
moze ubrzati radni tempo i povecati o¢ekivanja uéinkovitosti. To moze dovesti do stresa kod
radnika koji se suo¢avaju sa pritiskom da brze donose odluke i obavljaju zadatke.

Sve ove implikacije zavise od mnogo faktora, ukljucujué¢i brzinu i prihvatljivost tehnoloskih
promjena, polititke odluke i regulatorni okvir, kao i sposobnost drustva da se prilagodi ovim
promjenama. Prema tome je vazno pazljivo razmatrati i planirati kako ¢e Al uticati na drustvo i
ekonomiju kako bi se maksimizovale prednosti i minimizovali negativni efekti.

Ekoloski uticaji

Razvoj i odrzavanje vjestacke inteligencije takode ima ekoloske implikacije:

a) PotroSnja energije: Duboko ucenje i rad vjestackih neuronskih mreza zahtijeva znacajne
koli¢ine energije, sto moze doprinijeti povecanoj emisiji staklenickih plinova.

b) Elektronicki otpad: Rapidni razvoj tehnologije moze brzo dovesti do stvaranja elektronskog
otpada, Sto zahtijeva odrzive nacine upravljanja. Ovaj otpad Cesto sadrzi materijale i
komponente koje mogu biti $tetne po okolinu i ljudsko zdravlje.

c) Transport i logistika: Razvoj autonomnih vozila i Al za upravljanje logistikom moze
doprinijeti povecanju broja vozila na putevima i potro$nji goriva, §to moze imati negativan
uticaj na kvalitet vazduha i okolinu.
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Edukacija i osposobljavanje

Rizici koji su povezani i sa obrazovanjem i osposobljavanjem takode su prisutni i oni se obi¢no
odnose na:

a) Nedostatak edukacije: Brza evolucija vjestacke inteligencije moze dovesti do jaza izmedu
potrebne i dostupne edukacije, posebno u manje razvijenim podrué¢jima. U drustvima sa visokim
nivoom neobrazovanosti, moZe do¢i do druStvene nestabilnosti, nepostovanja zakona i
povecanja rizika od sukoba.

b) Potreba za prekvalifikacijom: Brzi napredak tehnologije, ukljucujuéi vjestacku inteligenciju,
automatizaciju i digitalizaciju, transformise mnoge industrije i poslove. Automatizacija moze
zahtijevati prekvalifikaciju radne snage kako bi se prilagodila novim zahtjevima trzista rada.

c) Pristupnost obrazovanju: Postoji opasnost da visokotehnoloska obrazovna sredstva za ucenje
Al postanu dostupna samo onima s odgovaraju¢im resursima, kao $to su pristup racunarima i
internetu. To moze rezultovati nejednakos¢u u pristupu edukaciji o Al.

Razvoj oruZzja i sigurnosni aspekti

Autonomni sistemi oruzja, poput projektila i dronova, mogu funkcionisati sa razli¢itim
stepenom nezavisnosti [6].Razvoj autonomnih vojnih sistema i oruzja temeljenih na vjestackoj
inteligenciji stvara ozbiljne sigurnosne i eticke dileme:

a) Autonomno oruzje: Mogucnost da se vjestacka inteligencija koristi za autonomne vojne
operacije moze dovesti do nepredvidivih posljedica, ukljucujuéi sirenje konflikata i eskalaciju.

b) Eticke dileme: Upotreba Al u vojnim operacijama postavlja brojna eticka pitanja, ukljucujuéi
pitanja o izboru ciljeva, ciljanju civila, donosenju odluka bez ljudskog nadzora i odgovornosti za
autonomne sisteme.

c) Pitanja odgovornosti: Kada dode do greske ili nezeljenih posljedica, postavlja se pitanje ko je
odgovoran. Identifikovanje odgovornosti za autonomne oruzane sisteme moze biti veliki izazov.

d) Sigurnosni propusti: Vjestacka inteligencija takode moze postati metom napada, $to moze
izazvati ozbiljne poremecaje u infrastrukturi, komunikacijama i drugim klju¢nim sektorima.
Sigurnost podataka je ovdje klju¢na. Al sistemi koriste velike koli¢ine podataka, i vazno je
osigurati da su ti podaci zastieni od neovlaStenog pristupa, krade ili zloupotrebe. Enkripcija
podataka i strogi protokoli za pristup su neophodni.

Dugoroéna zavisnost i *'Superinteligencija"*

Rizici se takode odnose na mogucnost razvoja "superinteligencije”, sto su tehnoloski napredni
sistemi sa sposobnoscu da znatno nadmase ljudski intelekt:

a) Nedostatak kontrole: U slucaju "superinteligencije”, postoji zabrinutost da bi se mogla razviti
s visokom autonomijom, na granici samosvjesnosti i sposobnosc¢u za postizanje ciljeva koji nisu
u skladu s ljudskim interesima.
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b) Dugoroé¢na zavisnost: Drustvo bi moglo postati sve vie zavisno o vjestackoj inteligenciji za
donosenje klju¢nih odluka, $to bi moglo ograniéiti ljudsku autonomiju i sposobnost za kriticko
razmisljanje.

3. AILJETAIZIME

Kroz istoriju vestacke inteligencije postojali su razli¢iti istaknuti trendovi ili paradigme koje su
dobile siroko usvajanje u istrazivackoj zajednici, ¢esto pracene optimisti¢nim predvidanjima 0
brzom napretku ove oblasti. Na primjer, 1960-ih je prevladavalo uvjerenje da ¢e neuronske
mreZe, koje imaju za cilj oponasati prirodne procese ucenja poput ljudskog mozga, biti kona¢no
rjeSenje za sve izazove Al. Nakon toga, 1980-ih, ekspertni sistemi, izgradeni na logici i ru¢no
kreiranim pravilima za oponasanje ljudske stru¢nosti, postali su dominantna paradigma. Ove
paradigme predstavljaju promjenjive zZari$ne tacke U istrazivanju vjestacke inteligencije, gdje su
se razli¢iti pristupi sa entuzijazmom provodili u razli¢ito vrijeme [8].

Termin "Al ljeto" obi¢no se odnosi na period pojacanog optimizma, uzbudenja i povecanog
ulaganja u oblasti Al. Tokom ljeta Al dolazi do porasta interesovanja, istrazivanja i razvoja Al
tehnologija. Ovaj period karakteriu prodori, inovacije i postizanje znagajnih prekretnica u
istrazivanju Al.

Na pocetku svakog novog trenda u Al obi¢no postoji nalet entuzijazma potaknut ranim
uspjesima, ¢ak i ako su ti uspjesi ogranieni na odredena podrucja i nisu u potpunosti
sveobuhvatni. Ova dostignu¢a postaju centar paznje javnosti. Mnogi istrazivaci nestrpljivo
uskacu u Al, ili barem svoj rad oznacavaju kao Al, u nadi da ¢e osigurati veée finansiranje
istrazivanja. Kompanije takode mnogo ulazu u Al iz straha da ¢e propustiti potencijalne prilike.

Medutim, istorija je pokazala da svaki put kada se cinilo da je Al na rubu postizanja
univerzalnog, sveobuhvatnog rjeSenja, dolazi do nailaska na znacajne prepreke, koje su u
pocetku bile potcijenjene ili nisu bile prepoznate. Sezdesetih godina proslog vijeka, kada su
neuronske mreze bile u modi, pojavili su se izazovi u suoCavanju sa nelinearnostima i rjesavanju
slozenih problema masinskog ucenja povezanih sa sve ve¢im brojem parametara potrebnih za
strukture neuronskih mreza. U 1980-im, tokom vrhunca ekspertnih sistema, pojavile su se
poteskoce U upravljanju neizvjesno$¢u i zdravim razumom.

Kako su se istraziva¢i uhvatili u koStac s ovim upornim izazovima i shvatili pravi obim
problema, optimizam u pogledu preovladuju¢e Al paradigme poceo je da jenjava. Ovaj rastuci
skepticizam na kraju je doveo do zastoja, poznatog kao "Al zime", odnosho perioda kada je
interesovanje za ovu oblast opadalo, a istraZivacki napori prebaceni na druga podrucja zbog
neispunjenih obecanja i razocaranja. U sustini, istorija Al je obiljezena ciklusima pocetnog
optimizma, pracenih prepoznavanjem znacajnih prepreka, Sto je dovelo do perioda smanjenog
interesovanja i preusmjeravanja istrazivackih napora [8].

Godine 1973., nakon dvije decenije nezadovoljavajuéeg napretka u oblasti Al, posebno u
masinskom prevodenju, britanski parlament je imenovao poznatog matemati¢ara po imenu
James Lighthill da izvrsi procjenu stanja istrazivanja Al. Nalazi Lighthillove istrage bili su
daleko od optimistickih i u sustini su stavili krivicu na Al zajednicu za neispunjenje svojih
obecanja, osjecaj koji su dijelili mnogi istraziva¢i u to vrijeme [9]. Znadajan dio ovog
razoCarenja bio je usmjeren na Marvina Minskyja, koji je iznosio previse optimisti¢ne tvrdnje o
skorom dolasku Opste umjetne inteligencije. Mnogi su takode bili frustrirani nedostatkom
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odgovornosti na terenu. Rezultati ove studije ¢e kasnije postati poznati kao Lighthill Report i
naSiroko su distribuirani kroz BBC Controversy Series 1973. godine [10].

Poklapajuéi se sa objavljivanjem ovog izvjestaja, Agencija za napredne istrazivacke projekte
odbrane (Defense Advanced Research Projects Agency, DARPA) pomjerila je fokus na
istrazivanje usmjereno na misiju i djelotvorno istraZivanje. Ova promjena prioriteta rezultovala
je povlacenjem kriti¢nog finansiranja iz mnogih istrazivackih grupa Al. Ova deSavanja zapocela
su prvu Al zimu [9].

Nakon prve Al zime, tokom Kkoje je drzavno finansiranje istrazivanja vijestacke inteligencije
potpuno prestalo, istraziva¢ima nije preostalo nista drugo nego da preusmijere fokus na kreiranje
komercijalnih aplikacija za Al. Primarni cilj vise nije bio razvoj opste, ljudske inteligencije u
masinama, ve¢ stvaranje "ekspertnih sistema” koji bi mogli da obavljaju specificne zadatke na
nivou ljudske kompetencije. Paneli stru¢njaka za vjestacku inteligenciju sastali su se kako bi
razgovarali o strategijama za sprje¢avanje ponavljanja Al zime i pozvali istrazivade da usvoje
istrazivanje veS$tacke inteligencije ponovo je ozivjelo, a do sredine 1980-ih, finansiranje
projekata vestacke inteligencije ponovo je pocelo da tece [9].

Tokom ovog perioda, pojavila se nova industrija, specijalizovana za pruzanje hardverske
podrske za 0voO istrazivanje U razvoju. Lisp masine, koje su prvobitno razvijene ranih 1970-ih,
proizvodilo je i nudilo nekoliko kompanija. Medutim, njihova visoka cijena dovela je do lose
prodaje. Ovo je rezultovalo brzim kolapsom industrije Lisp masina u roku od nekoliko godina,
jer su na trziste usle pristupacnije alternative kompanija poput IBM-a i Applea. Ovaj pad u
hardverskoj podrsci imao je talasan efekat, koji je uticao na citavu industriju vjestacke
inteligencije, te se ovo smatra drugom Al zimom [9].

Dok se istrazivanje Al nastavilo, ¢esto je radilo u pozadini, ugradeno u druge industrije koje su
tiho ukljucivale napredak Al u svoje vece sisteme. Zbog negativne percepcije Al tokom tog
vremena, istrazivaci su poceli da Kkoriste alternativne termine da opisuju svoj rad, koji su sada
sve poznatiji, kao $to su masinsko uenje, rudarenje podataka ili inteligentni sistemi. Ova
promjena u terminologiji objasnjava zaSto su mnogi istrazivac¢i oklijevali da javno koriste termin
"Al" sve do sredine 2000-ih, jer je imao negativnu konotaciju neko vrijeme.

Otprilike od pocetka 21. vijeka doslo je do ponovnog ozivljavanja interesovanja i napretka u
oblasti vjestacke inteligencije. Moderni pristupi Al &esto ukljucuju razbijanje sloZenih problema
na manje, dobro definisane komponente i njihovo rjesavanje pojedinacno. Ova prakti¢na
orijentacija pomjerila je fokus sa promisljanja dubokih pitanja o prirodi inteligencije, uma i
svijesti, i umjesto toga naglasava razvoj rjeSenja iz stvarnog svijeta koja imaju opipljive koristi
za drustvo. Ovo je svakako dobra vijest za sve koji imaju koristi od ovih prakti¢nih primjena.
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Jedna znacajna karakteristika savremenih metoda vestacke inteligencije, koja je usko povezana
sa njihovom primjenljivo$¢u u sloZenim i nepredvidivim scenarijima u stvarnom svijetu, je
njihova sposobnost da se nose sa neizvjesnoscéu.

Trenutno ozivljavanje Al znacajno je potaknuto ozivljavanjem neuronskih mreza i tehnika
dubokog ucenja. Ovi pristupi su izvrsni u obradi razli¢itih tipova podataka iz stvarnog svijeta,
kao sto su slike, na na¢ine Koji su ranije bili neuporedivi u polju Al.

Mogucnost da se istorija ponovi sa jo§ jednom Al zimom u buducnosti je neizvjesna, a tek ¢e
vrijeme otkriti ishod. Medutim, ¢ak i da dode do takvog scenarija i da napredak u razvoju
naprednih rjesenja vjestacke inteligencije privremeno zastane, znacaj Al u drustvu bi ostao. Ovaj
trajni znacaj je zbog trenutnog naglaska na prakti¢nim rjesenjima stvarnih problema. Za razliku
od ranijih pokusaja koji su prvenstveno imali za cilj da se pozabave Sirokim konceptom opste
inteligencije, moderno istrazivanje vjestacke inteligencije ve¢ daje vrijedne rezultate koji koriste
drustvu u razli¢itim domenima. Ovo pomjeranje fokusa na prakti¢nost i neposrednu korisnost
pomaze osigurati trajni uticaj Al, ¢ak i ako se suofava S periodi¢nim izazovima ili
usporavanjima u razvoju.

4. REALIZOVANI RIZICI l MOGUCE MJERE ZA SMANJIVANJE RIZIKA

Uvodenje ChatGPT-a u novembru 2022. izazvalo je Zestoku diskusiju u vezi sa njegovim
moguénostima i ograni¢enjima, hjegovim potencijalnim primjenama, povezanim rizicima, a
ponekad i posebnim ili neuobicajenim odgovorima koje generise. Direktna implementacija
ChatGPT-a u poslovnom okruzenju dolazi sa nekoliko potencijalnih rizika i prepreka. Oni
obuhvataju pitanja koja se odnose na sigurnost, izlozenost podataka, brige oko ocuvanja
povijerljivosti i upravljanja odgovornoséu, snalazenje U slozenostima koje okruzuju intelektualnu
svojinu, pridrzavanje zahtjeva za licenciranje otvorenog koda, suocavanje sa ogranicenjima u
razvoju Al i suoCavanje sa dvosmislenim terenom privatnosti i uskladenosti sa medunarodnim
zakonima.

OpenAl, koji dobija podrsku od Microsofta, nedavno je predstavio éetvrtu verziju svog GPT Al
programa. Ova najnovija iteracija privukla je paznju svojom izvanrednom sposobnoscu da se
ukljuci u razgovore poput ljudi, komponuje muziku i sazima dugacke dokumente.
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Elon Musk, koji je suosniva¢ OpenAl (organizacija koja stoji iza ChatGPT i GPT-4), zajedno sa
drugim istaknutim liénostima na polju vjestacke inteligencije, uklju¢uju¢i Emad Mostaque-a iz
Stability Al u Londonu i Steve Wozniak-a, suosnivaca Applea, u martu 2023. godine objavio je
otvoreno pismo u kojem poziva na privremenu obustavu, u trajanju od Sest mjeseci, razvoja Al
sistema koji nadmasuju moguénosti nedavno objavljenog OpenAl GPT-4. Razlog za ovaj poziv
je zabrinutost zbog potencijalnih rizika koji ovi napredni Al sistemi mogu predstavljati za
drustvo. Ovo pismo takode ukljucuje potpise inZenjera zaposlenih u velikim tehnoloskim
kompanijama kao s$to su Amazon, DeepMind, Google, Meta (bivsi Facebook) i Microsoft, kao i
doprinose akademika kao $to je kognitivni nau¢nik Gary Marcus.

Centralna poruka ovog otvorenog pisma je poziv na oprez i uzdrzanost U razvoju sve snaznijih
Al sistema. Istice rastucu zabrinutost unutar Al zajednice da su Al laboratorije usle u
konkurentnu utrku za stvaranje i implementaciju Al sistema koji postaju toliko napredni da ¢ak i
njihovi kreatori imaju poteskoca sa razumijevanjem, predvidanjem ili kontrolom njihovog
ponasanja.

Potpisnici tvrde da bi se potraga za moénom vjestatkom inteligencijom trebala nastaviti samo
ako postoji visok nivo povjerenja da ¢e ovi sistemi imati pozitivne efekte i da se njihovim
rizicima moze efikasno upravljati. U sustini, oni naglasavaju vaznost odgovornog i etickog
razvoja Al, gdje se potencijalne Kkoristi odmjeravaju u odnosu na potencijalne rizike i
poduzimaju mjere kako bi se osiguralo da Al sistemi budu uskladeni sa druStvenim
vrijednostima i sigurnosnim standardima.

U avgustu 2023. godine kalifornijski regulatori su dali zeleno svjetlo autonomnim taksi
kompanijama da upravljaju svojim vozilima 24 sata dnevno u San Francisku. Medutim, samo
dan kasnije nastala je haoti¢na situacija. Video snimci koji su kruzili na platformi drustvenih
medija prikazivali su nekoliko nepokretnin samovoze¢ih vozila Cruisea, kompanije
specijalizovane za autonomne automobile, u oblasti North Beach u San Francisku. Ovaj incident
se poklopio sa muzickim festivalom Outside Lands koji se odrzavao u blizini. Lokalni
stanovnici su na drustvenim mrezama Kritikovali Cruiseove samovoze¢e automobile jer su
izazvali znagajnu saobracajnu guzvu.

Predsjednik Nadzornog odbora San Francisca, Aaron Peskin, izrazio je svoju zabrinutost. On je
predlozio da Cruise, kompanija za autonomna vozila, priviremeno obustavi svoje poslovanje u
gradu kako bi poboljsala svoju tehnologiju. Peskin je naglasio da Cruise trenutno ima stotine
automobila koji rade na ulicama San Francisca. On vjeruje da bi bilo mudro da kompanija
napravi pauzu i pauzira svoje operacije dok ne bude mogla osigurati da je njena tehnologija
autonomne voznje usavrsena i da moze bezbijedno raditi.

Osvrnu¢emo se i na 2015. godinu na incident u fabrici Volkswagena u Njemackoj koji je
rezultovao smréu tehniara koji je smrtno stradao od automatizovane robotske ruke na
proizvodnoj liniji. Vjeruje se da je ovaj dogadaj, koji podsjeca na scene iz nau¢nofantasti¢nog
filma, prvi poznati slucaj smrti uzrokovane industrijskim robotom u Evropi. Cini se da je
robotska ruka, dizajnirana za podizanje dijelova masina, nehotice zgrabila tehnicara i pritisnula
ga na veliku metalnu povr$inu. Zrtva, koja je radila za kompaniju, zadobila je teske povrede
grudnog kosa tokom incidenta [11].

Ranije 2023. godine se desio i slu¢aj u kom je primjena tehnologije za prepoznavanje lica od
strane organa za sprovodenje zakona u Luizijani dovela je do nezakonitog hapsenja muskarca iz
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Dzordzije koji je greskom identifikovan kao bjegunac. Ovaj sluc¢aj naglasava zabrinutost zbog
rasnih dispariteta povezanih sa upotrebom ovog digitalnog alata [11].
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Slika 2 graficki prikazuje porast incidenata izazvanih Al tokom godina. Za sada su prijavljeno 55 incidenata u 2023.
godini. Podaci su prikupljeni iz baze podataka Al incidenata (Al incidents database) [11].

Razumijevanje i kontrola vjestacke inteligencije igraju klju¢nu ulogu u smanjenju rizika,
posebno u oblasti kontrole i transparentnosti:

a) Transparentnost algoritama: Nedostatak transparentnosti u radu algoritama moze otezati
analizu odluka donesenih od strane vjestacke inteligencije. Otvoreni pristup algoritmima i
metodologijama moze pomo¢i u otkrivanju nepravilnosti i nezeljenih efekata [12].

b) Regulacija samoucenja: Sposobnost vjestatke inteligencije da se samostalno prilagodava i u¢i
novim informacijama moze dovesti do nepredvidenih rezultata. Regulacija ovog samoucenja
moze pomo¢i U odrzavanju kontrole nad algoritmima.

c) Eticki okviri i smjernice: Razvoj jasnih eti¢kih smjernica i okvira za razvoj i upotrebu Al
tehnologije moze pomo¢i u usmjeravanju industrije prema odgovornom ponasanju. Organizacije
trebaju pazljivo razmotriti eticka pitanja i integrisati ih u svoje procese.

d) Zastita privatnosti: Implementovanje robusnih mjera privatnosti, posebno kada se rukuje
osjetljivim podacima je kljuéno. Anonimizacija podataka, koristenje enkripcije i pracenje
propisa o zastiti podataka omogucava zastitu podataka korisnika [13].

e) Obuka i edukacija: Edukacija korisnika i profesionalaca u vezi sa Al tehnologijom i njenim
rizicima igra klju¢nu ulogu u smanjenju rizika. Ljudi trebaju biti svjesni kako Al funkcionise i
kako ga koristiti odgovorno.

f) Unaprjedenje sigurnosti: Unaprjedenje sigurnosti je proces i skup mjera koje se primjenjuju
kako bi se povecala zastita od razli¢itih rizika i prijetnji. Ova praksa moze se primijeniti u
razli¢itim Kontekstima, uklju¢ujuéi informacionu sigurnost, fizicku sigurnost, sigurnost u
prometu, sigurnost proizvoda, i mnoge druge.

38 ITeO



XV medunaroni nau¢no-struc¢ni skup Informacione Tehnologije za e-Obrazovanje

g) Zakonodavstvo i regulativa: Vlade i regulatorna tijela trebaju donositi zakone i propise koji se
odnose na Al kako bi osigurali postovanje eti¢kih principa i bezbjednost. Ovo takode ukljucuje
sankcije za zloupotrebu Al tehnologije.

h) Medunarodna saradnja: Podsticanje medunarodne saradnje kako bi se stvorili dosljedni
standardi i propisi za Al tehnologije je neophodno, jer Al ¢&esto djeluje preko granica.
Medunarodna saradnja moze olak$ati razmjenu podataka preko granica, $to je od sustinskog
znacaja za obuku i validaciju Al modela. Ova razmjena podataka moze dovesti do robustnijih i
globalno primjenljivih Al sistema [14].

Ove mjere se medusobno nadopunjuju i zajedno mogu pomo¢i U Smanjenju rizika povezanih sa
Al. Vazno je da se ove mjere primjenjuju sinhronizovano kako bi se stvorilo odgovorno
okruZenje za razvoj i upotrebu vjestacke inteligencije.

5. ZAKLJUCAK

Rizici povezani sa vjestackom inteligencijom ne mogu se zanemariti. Njihovo razumijevanje i
upravljanje zahtijevaju saradnju struénjaka iz razli¢itih disciplina, ukljucujuéi tehnologiju, etiku,
pravo i drustvene nauke. Regulativa, transparentnost i razvoj odgovornih algoritama kljuéni su
koraci prema minimizovanju tih rizika i osiguranju da vjestacka inteligencija bude korisna i
sigurna za drustvo u cjelini.

Pitanja odgovornosti i regulacije Al sistema su slozena i nose pravne rizike. Neophodno je
rijesiti pitanja poput onoga ko je odgovoran ako Al sistem napravi gresku koja uzrokuje stetu, te
kako se primjenjuju zakoni i pravila na autonomne Al entitete.

Uz potencijalne Koristi, vjestatka inteligencija nosi znacajne rizike koji se protezu kroz
autonomiju, etiku, sigurnost, socioekonomske implikacije, pravnu regulaciju, kontrolu i
transparentnost, te drustvene aspekte. Postizanje ravnoteze izmedu inovacija i zastite drustva
zahtjeva sveobuhvatno i multidisciplinovano pristupanje. Kroz saradnju tehnoloske zajednice,
regulatornih tijela, etickih struénjaka i drustva u cjelini, mozemo minimizovati ove rizike i
osigurati da vjestacka inteligencija sluzi dobrobiti covjeGanstva.

Da bi se smanjili svi pomenuti rizici, razvoj i primjena Al zahtijeva pazljivo planiranje, eticku
odgovornost, transparentnost u algoritmima i zakonodavni okvir koji stiti prava pojedinaca i
drustva. Organizacije i pojedinci koji koriste Al treba da budu svjesni svih ovih rizika i da
preduzimaju odgovarajuc¢e mjere kako bi ih smanjili na najmanju prihvatljivu mjeru.

Rizici vjestacke inteligencije izuzetno su kompleksni i raznoliki. Njihovo razumijevanje
zahtijeva duboko promisljanje, istrazivanje i saradnju izmedu tehnickih, etickih, drustvenih i
regulatornih aktera. Vazno je uspostaviti okruzenje u kojem se vjestacka inteligencija razvija
uzimajuéi U obzir Sirok spektar rizika i posljedica, kako bi se osiguralo njeno korisno i eticki
uskladeno koristenje za dobrobit covjecanstva.

Rizici vjestacke inteligencije duboko prozimaju mnoge aspekte naseg drustva, ukljucujuci
psiholoske, socijalne, ekonomske, ekoloske i edukacijske implikacije. Ovaj rad istrazuje razliite
dimenzije tih rizika i naglasava potrebu za holistickim pristupom u upravljanju vjestackom
inteligencijom. Kroz multidisciplinovanu saradnju, transparentnost, eticke smjernice i
regulatorne okvire, moguce je minimizovati rizike i osigurati da vjestacka inteligencija doprinosi
boljoj buduénosti za sve.
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Annomayusn. B pabome npedcmagnen nooxoo K pacno3Hauuio 00beKmos 6a3upyiowuiics Ha 2unomese o
npeoCmasnenll  CONCHLIX 00bEKMO8 ¢ NOMOWBIO OSPAHUYEHHO20 MHONCECNEA 2e0MEemPUYecKUx
npUMUMUBOS U OMHOWEHUL MedcOy Humy. MHodtcecmeo  2eomempuyeckux —npuMumueos O
PACNO3HABAHUA NOOOUPAEMCa C YY4EMom cheyuury npeomemuoll 0b1acmu pacno3Haeaemuvlx 00beKmos.
B cmamwe npuseden cnocob xoouposanus 0ovexmos u omuowienuil mexcoy Humu. Ilpuseoenvt npumepvl
npeobpaz08aHus U PACNO3HABAHUS CTIOMHCHOCOCMABHBIX 00BEKMO8 HA (POoMOopaduiecKux u300pax3ceHusx
HA npumepe C8eMulbHUKOB HAPYIHCHO2O OCBEUICHUSL.

Knrouesvie cnosa: pacnosHasarue CJHaOHCHOCOCMABHbIX 06'b€l(m06‘, pacnosnaeanue no KOMNOHEHmAm,
KOMNbIOMEPHOE 3penUe, I(OOMPOGGHU@ OmHOWEHUIZ, aneopumm pacno3HaeaHusl.

Abstract. The paper presents an approach to object recognition based on the hypothesis that complex
objects can be represented using a limited set of geometric shapes (features) and relations between them.
The set of geometric shapes (features) can be defined taking into account the specifics nature of the subject
area. The paper presents a method of description and encoding of objects and relations, as well as provides
examples of object recognition using the example of outdoor lighting luminaires.

Keywords: object recognition, recognition by components, computer vision, relation encoding, recognition
algorithm.

1. BBEJIEHUE

AJTOpUTMBI PACTIO3HABAHKS HAIILTH [IUPOKOE MPUMEHEHHE, B TOM YHCIE B POMBIILICHHOCTH,
HaTpuMep, MPU KOHTPOJE COCTOSHHUS 00OpYJOBAaHMS, KOHTPOJE HOIICHHS CPEACTB
WHAWBUIYaTbHOM 3aIIUThI, KOHTPOJIC KAYECTBA CHIPbSI, TOTY(HaOPUKATOB U TOTOBOM MPOLYKIUH
[1,2], B oumdporke TekctoB [3], ayrenTrkamuu nepconaia [4]. [Tonxomsl K pacro3HaBaHUIO
O00OBEKTOB OCHOBAHBI HA BBIJCICHHH MPU3HAKOB OOBEKTOB PACIO3HABAHMS IS MX MOWCKA B
HOBBIX JAHHBIX M oOmpeaeieHur ux kiacca [5]. Ha ocHOBe BBINENCHHBIX MPH3HAKOB
cocraBisiercst IpoToTUIl 00bekTa. [IpoTOTHI IpeacTaBsieT cO00M HEKOTOPOE «yCPEAHEHHOE
TIpe/ICTaBIICHHEe 00BEeKTa. B COBpEMEHHBIX aNropuTMax, OCHOBAaHHBIX Ha TITyOOKOM OOYYeHHH,
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MPU3HAKA OOBEKTa BBIICISIOTCS ABTOMATHYECKH HA OCHOBE Pa3MEUYCHHBIX MPUMEPOB W3
o0ydaromei BRIOOPKH.

W. bunepMan BBIIBHHYJ TEOPHIO, YTO YEJIOBEK MJI PACIO3HABAHUA OKPYXKAIOMIUX €ro
O0OBEKTOB HCIONB3yeT HEKOTOPOE MHOXECTBO TI'€OMETPHYECKHX IPH3HAKOB M OTHOIICHUS
Mexy Humu [6]. Teopust Bumepmana CTpOUTCS Ha MPEATONOKEHNH, YTO KAKIBIA MpeaMeT
MOXXET OBITH TIPEACTABJIEH COBOKYIHOCTBIO I'€OHOB (MHOXKECTBA TEOMETPHUYECKHX (QHTYp).
Kaxnpii reoH xapakTepu3yeTcs COBOKYHNHOCTBIO —HECIy4aifHBIX CBOMCTB, KOTOpBIE
COXPAHSIOTCS MPH M3MEHEHWH yria 3peHus [5,6]. Pa3puTie MomxXomoB K pacrmo3HABaHUIO
OCHOBAHHBIX Ha TAKOM MPEACTaBICHHH OOBEKTOB MOKHO mpocneauts B [7,8]. Ilpu Takom
HOJXOJIE 3a/[a4ya Paclo3HABaHMs MOXKET OBITh CBEJIEHA K OIpeAeNIeHUI0 He0OX0AUMOro Habopa
TeOMETPHIECKNX NPUMHUTHBOB M WX OTHOLICHWH U WACHTH(HKAIUH OOBEKTOB, BHIOOPY U
00y4YEeHHIO MOJIENH JUIS MX PACTIO3HABAHMS M BBIPAOOTKM IIPABHII HA OCHOBAaHMH COOTBETCTBHS,
KOTOPBIM OOBEKT OyIeT OJJHO3HAYHO WICHTU(PUIIMPOBaH.

B 3aBucuMocTH OT mpenMeTHOW OONacTH W pemaeMoil 3agadd HabOp TEeOMETPHUYECKHX
NPUMHUTHBOB ~MOXKET Y4YMTHIBaTh OCOOECHHOCTH, XapakTepHble Uil J3TOH  oOnacTu.
OTnU4uTenbHON O0COOEHHOCTBIO MMOAXOAA SIBISETCS TO, YTO Jake I[P OTCYTCTBHU
OTPaHUYCHHUM, HAKJIAJBIBAEMBIX MPEIMETHOW OOJACTBIO KOJHMYECTBO T'C€OMETPHUCCKUX
TMPU3HAKOB U OTHOIICHUMN SBJIICTCS KOHEUHBIM. HpI/IMepaMI/I TIPUMUTUBOB, UCTIOJIB3YEMbBIX IJIA
pacro3HaBaHusl IIPU TaKOM IOAXO0JIE MOTYT OBITH TPEXMEpHBIE PUTYpBI: TIpU3Ma, chepa, Top U
T.J. (mpr3Haku (Gopmbl). OTHOIICHUSIME MOTYT OBITh NPOCTPAHCTBEHHBIE OTHOIICHHUS MEXKITY
TIpU3HaKamy (BBILIE, HYDKE, aNblile, OJIvKe U JIp.), KacaHHe, MacIiTad, yJanéHHOCTb | JIp.

Taxoii TOAX0/ K Pacro3HaBaHUIO OOBEKTOB CTPOMTCS Ha JBYX NpernoyiokeHusx: 1) Jlroooit
O0BEKT MOJKHO TIPE/ICTaBUTh, KAaK KOHEYHOE MHOXECTBO TI'€OMETPHYCCKHX MPH3HAKOB,
CBSI3aHHBIX MEXIY 000 KOHEYHBIM MHOXKECTBOM OTHOIICHHH; 2) Pacrno3HaBaHie H3BECTHOTO
(ommcaHHOTO) O0BEKTAa MOYKET OBITH BBIIOJNHEHO KaK ITOWCK COBOKYITHOCTH T€OMETPHYECKUX
MIPU3HAKOB 3TOr0 00BEKTa, CBA3aHHBIX MEKIY COO0H COBOKYITHOCTBIO H3BECTHBIX OTHOIICHHIA.

TouHOCTB pacro3HABaHMS 3aBICHT OT MHOXKECTBA ITAPAMETPOB, TAKUX KaK METPUKA JUTS OLCHKH
TOYHOCTH, KaueCTBO W pa3Mep oOyuarolieil BbhIOOpKa, HIOAHCHI CaMHUX PAaclO3HABAEMbIX
obbekToB. [l Habopa JOCTaTOYHOM BBIOOPKH, Kak IPAaBUIIO, MPOBOIHUTCS HECKOJIBKO
uTeparuii cbopa JaHHBIX, TOATOTOBKH Jatacera, o0yuerust 1 cpasaenus [9]. [lpu yBenmueHnm
YHCIIa PACcIIO3HABAEMBIX KJIACCOB MOKET HaONIOAAThCS CHIDKEHHE TOYHOCTH PAcliO3HABAaHW,
4to paccmatpuBaercs B [10] u monTBepkaaeTcest SMIUpUYECKUME HabmoaeHusamMu. cxons u3
9TOT0, MOYKHO TPEIOTIOKNUTh 00 OTPaHMUCHUSIX NPUMEHEHHUS AJTOPUTMOB PACTIO3HABAHUS U
HEOOXOIMMOCTH /IANTAIMH AITOPUTMa, PEIIAFOIIEro KOHKPETHYIO 337ady TI0 Pacrio3HABaHMIO,
JUTsI HOBOTO IPUMEHEHHMSI, UTO TpeOyeT 3aTpaThl BpDEMEHH M PECYPCOB.

2. AJI'OPUTM OIIUCAHUSA N PACITIO3SHABAHUA COCTABHbBIX
OBBEKTOB B IBYMEPHOM ITPOCTPAHCTBE

Jnst onucaHusl OTHOIICHWH MEXAy TCOMETPUYSCKMMH IPU3HAKaMH XOpPOIIO THPUMEHHMO
npescTaBlieHle OObEKTOB B BUie TpadoB, Ile NMPUMHUTHBHI SIBISIOTCS y3namu Tpada, a
OTHOLLICHHSI SIBILIFOTCSL péOpamut aToro rpada [5], 94To mpu mpakTHYECKO# pearn3ari MO3BOIHT
XpaHUTh MH(pOpMaIMIO 00 pacro3HaBaeMbIX OOBEKTaX B SIBHOM BHIE B IpadoBbIX 0azax
JTAHHBIX.
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Beemem crnemyromme o60o3HaueHHMS A — KPYNHBIH Jmic, B — mpsMoyroipHHK ¢
cooTHoIeHreM cTopoH 2:1, C — npsMOyroNibHHK ¢ cooTHOIIeHneM cTopoH 4:1, D — Tpanenws,
E — owmme. B TakoM ciydae omucaHue CHEHBI MOXKET BBIIVIANETh CIELYIOIIMM 00pasoM

(pucyHoK 1, a).

[

a

Puc. 1 — Cxema cyensi (a — cyena, 6 — gvldeneHue cunomes, 8 — onpeoeiieHue OMmHOUeHU)

W3 pucynka 2, 6 BuIHO, YTO JUIsl paclo3HaBaHMsI O0ObeKTa Ha cueHe (puc.l, a) mepedeHb
BO3MO)KHBIX OTHOIICHUH MEXXITy BCEMH NPUMUTHBAMU MOXKET OBITh U30BITOUEH, IOITOMY JUIS
Ppacro3HaBaHusl OTPAaHUYHMMCSI OTHOLICHMSIMU MEXKTY CONPUKACAFOIIIMHUCS IPHMHUTHBAMH.

Ha Texymem mnpumepe (puc. 1, a) orpaHmdmMcsi NPOCTPAaHCTBEHHBIMHM OTHOIICHUSMH B
JBYMEPHOM MPOCTPAHCTBE: CIEBA, CIIPaBa, CBEPXY, CHU3Y M MPOMEXKYTOUHbIE COCTOSHHS MPH
CONIPUKOCHOBEHHUH MPHIMHUTHBOB.

B pesympraTe modydnM CIEAYyOIIMI BO3MOXKHBIN BapHAHT PACIIO3HABAEMOTO OOBEKTa, T/C
PHUCYHOK 2, a — OMucaHne UCKOMOTo 00beKTa; 2, © — BO3MOXKHBIN BapHaHT 00beKTa Ha CIeHEe
(rumotesa).

a o

Puc. 2 — Hzsecmublii 06beKm u 2unome3sbl 803MONCHbIX 00BEKMO8 HA CYeHe (@ — U36eCMHbIL 00BEKN, 6 — 603MONCHBIIL
8apuanm oo6vekma Ha clyexe)

Ui onucaHust OTHOLIEHUM MEXIy NPUMUTHBaMHU BBEIEM MX KOAUPOBKY. sl KOOMPOBKU
ucrone3yeM Kox ['pes, aHajlor IBOMYHOTO KOIMPOBAHWS, KAXKIOE 3HAUYCHHE KOTOPOTO
OTJIMYAETCS OT MPEIBIIYILETO U OT MOCIEAYIOIIEro Ha OAuH OUT. J|jist onucanus NpuBeIEHHBIX
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OTHOILIECHNI HEOOXOAMMO BBECTH 8 3aKOIMPOBAHHBIX ITOJIOKEHHH, KOTOPBIC MPEACTABICHBI B
tabmane 1 u Ha pucynke 3. Takum 00pa3oM CHIIBHO OTJIMYAIOUIMECS OTHOIIEHHS OYIyT UMETh
pasHuIly B 2 OUTa, 8 COCEHHUE OTHOLICHUS B 1 OHT.

Tabnuya 1 — Koouposanue omnowenuil

OTHowWweHne ByKBeHHbIN Kog, Yucno BuHapHbIM Kog  Kopg, Mpen
Kacaetca + cBepxy a 0 000 000
Kacaetca + cnpasa cBepxy b 1 001 001
Kacaetca + cnpaBa c 2 010 011
Kacaetca + cnpasa cHU3y d 3 011 010
Kacaetca + cHusy e 4 100 110
Kacaetca + cneBa cHU3y f 5 101 111
Kacaetca + cnesa g 6 110 101
Kacaetca + cneBa cBepxy h 7 111 100

Puc. 3—I'paduyeckoe npedcmaenenue koouposku omuoweruil (+1 nokasviearom nanpasnerue spawjerus npu nepexooe
U3 00HO20 COCMOSIHUAL 8 OpY20e)

Iporecc pacro3HaBaHust 00BEKTA CBOTUTCS K (JOPMHUPOBAHHIO OIMCAHUI U3BECTHBIX OOBEKTOB
W JAJbHEWINero TMONCKa COOTBETCTBHM Ha clieHe. Hampumep, ecTh onmcaHHe CBETHIBHHMKA
Hapy>KHOT'O OCBEILICHUS PUCYHOK 4, popmyaa 1.

& )

T =
CeetiwnisHuk = AB & BC Q)
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(&)

\_
g

Puc. 4 — Onucanue c6emunbHUKA HAPYHCHOZO OCBeLl 8 sude npu. 06 U OMHOWIEHULL MEHCOY HUMUL.

v

°m° ‘°°

[Ipu TakoM onmcaHuy 00beKTa, HEOOXOUMO YTOYHHUTH, YTO M3MEHEHHS TOPSKa IPUMUTHBOB
IPH  3alUCH, JOJDKHO TIOBJEYh 3a COOOM W3MEHEHHWE OTHOIICHHS MEXHTy HHMH Ha
TPOTHBOTIOJNIOXKHOE, HarpumMep, hopmyna 2.

A
AB = BA )

Hampumep, paccMoTpuM crieHy ¢ 0OBEKTOM IIPEICTABICHHYIO HA PICYHKE 5, a. [IpencrasneHue
CIICHBI B BH/IC IPUMHUTUBOB OY/IET BBITVISICTD, Kak MPEICTABICHO Ha PUCYHKE 5, 0.

(il

111 111 110 000

8 2

Puc. 5 IIpumep pacnosnaganus C6emuibHUKA HAPYHCHO20 OCECUYEHUS. HA CYeHe (4 — PACROHABAeMAs. CYend, 6 —
npeocmasiieHue CyeHbl 8 8Ude NPUMUMUBOS, 8 U 2 — ONPedelleHUe OMHOWEHUL, C PA3HBIMU OA308bIMU NPUMUIMUBAMU,)
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Hanee [yisi pacrio3HaBaHKsI HEOOXOIMMO OCTABHTH BbIOpATh 0A30BbIH MPUMHUTHUB, OT KOTOPOTO
IO LETIoYKe OY/yT ONPEAENSIThCS OTHOIICHUSI MEXK/ITy NMPUMHTHBAMH, MIPUMEp TPEICTaBIeH Ha
PHCYHKax 5, BH 5, T.

YuuThIBas CHUTyallH, KOTAa OOBEKTHI HA CIEHE MOBEPHYTHI OTHOCHTENHHO ONHCAHUS, KAk,
HanpHuMep, Ha PUCYHKE 5, a HeOOXOIMMO MPOBEPHUTH COBIAACHUS MyTEM OMepaliy MoBOpOTa
o0bekTa Ha crieHe. [IJ1st 3Toro Ko BCeM ero OTHOIICHUSIM JOOaBIISeTCs MM yOaBISIeTCs! eIMHHIA
U, €CJIA COBIIAJICHUE HalIeHO, (PUKCHPYETCs pacro3HAHHBIA OOBEKT. JTO MPUMEHSETCS I
BCEX HAWICHHBIX KaHUIATOB HA UCKOMBIN OOBEKT.

3armiemM NpUMEDP paclio3HaBaHus JJIs1 pUCYHKa 5, B:

f f g a
—_ J— -1 .
Al1E1 & B1C1 = A1EB1 & E1C1 = CEeTHABHHEK 3

[Ipu moBOpOTE OTHOIICHNMIT Ha OAWH AT, HAWIEHO COBIAZECHUE C HCKOMBIM OOBEKTOM.

AHaJOrMYHBEIM 00pa3oM TIPEACTaBICH IpPHMEp PACIO3HABAHUS A pUCYyHKa 5, I. B aToM
ciydae 0a30BbIM 3JIEMEHTOM BbIOpaH puMuTUB Bl 1 1715 pacrio3HaBaHus! TakxKe IPUMEHSIETCS
TIepPEeCTaHOBKA 3aIMCH [IPU3HAKOB C MI3MEHEHHEM OTHOILICHHH.

b F @ g g &
— p— -1 — — —_ —_—
B1Al & B1C1 = B1Al & B1C1 = Al1B1 & A1Cl1 = CEBeTHIBHHK 4

B pe3syinbraTe MOXKHO BBIICTIUTH CIICAYIONINE IIark (PHCYHOK 6).

Ilar 1. ®opMupoBaHHe MHOXKECTBA IPUMHUTHBOB Ha CLICHE, HATPUMED, Kak ormucaHo B [11];

Mlar 2. ®opMupoBaHHEe MHOXKECTBa OTHOLIEHHWI MEXIy HPUMHTHBAMH Ha CIIEHE M €ro
¢IbTparms (HarpuMep, 110 TIPU3HAKY KAaCaHWsT) I yCTpaHEHHs! N30BITOYHOCTH OTHOIICHUH;

Ilar 3. Pa3zduenne MHOXECTBa MPHMHUTHBOB Ha M30JIMPOBaHHBIC TPYyIbL. JanbHeHIe maru
BBITIOJTHSIOTCSI JUTSL KYK/I0HM TPYTIIBI OTJCIBHO;

Iar 4. IIpoBepka DOCTaTOYHOCTH NMPUMHUTHBOB B TPYIIIE UL ITOMCKA W3BECTHBIX OOBEKTOB.
Ecim mprMHTHBOB 1OCTaTOYHO, TO MEPEXOXA K IIary S, €cilM HET, MEpPeXoi K Cleayromei

TPYIIIIC,

IIar 5. Bribop 0a30BOro0 NPHMHTHBA, OTHOCHTEIBHO KOTOPOrO OYAET CTPOMTCS IIETIOYKa
OTHOIIICHUH;

Ilar 6. IloctpoeHue uenoukw/aepesa/rpada OTHOMICHUH MOCIEAOBATENEHO OT KaXIOTO
MPUMUTHBA KO BCEM MPUJICTAIOIIMM K HEMY MPHUMHTHABAM;

Mlar 7. Tlowck coBHajeHWii MO KOMOWHAITMSAM TPHUMHTHBOB W OTHOIICHHH, C YUY&TOM
BO3MOXKHOTO TIOBOpOTa 00BekTa. Ecimm coBmazeHwe HalifeHo, mo0aBiecHHE OOBEKTa B
MHO)KECTBO HAIJICHHBIX OOBCKTOB, yIaJeHIE MPUMHUTHBOB U3 MHOXKECTBA MPUMHUTHBOB. Ecim
COBIAJICHHE HE HAW/ICHO MEPEXO0T K CIICYIOIICH KOMOMHAIIAY.

Mlar 8. Ecm He Bce rpymmbl pacCMOTPEHBI Mepexon K mary 4, WHave BBHIBOJ MHOXKECTBA
pacro3HaHHBIX 0OBEKTOB.

Puc. 6 7A720pum/vtpacno3yaeayuﬂ HOKOMNOHEHMHO20 pacno3HA6AHUS 00beKmos
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3. N PUMEHEHHE OITMCAHHOI'O AJI'OPUTMA

PaccMoTpyM CLeHy mpeACTaBIeHHYIO Ha pHCYHKE /7, a. MHOXECTBO NPHMUTHBOB Ha
HM300paKeHUH CIEAyIOIIee:

S = {A1,A2,B1,B2,C1,C2,C3} (5)

[pencrasnenue clieHs! B BUJe IPIMHUTHBOB TIPEACTaBIEHO Ha pucyHKe 7, 0. I'pad oTHOmEHMI
MEIy IPUMUTHBAMH C YIETOM TOJIBKO KacaroIIMXCsl IPUMUTHBOB MPEZICTABIICH Ha PUCYHKE 7,

6

a
1
OanOal

111 111

111

2

0

e

Puc. 7 — Ipumep pacnosnasanusi 00beKma Ha cyere (@ — pacno3Hasaemast CyeHa, 6 — npeocmaegieHue CYeHvl 6 ude
NPUMUMUB0S; 6 — 2pagh OMHOUIEHUIL KACAIOWUXCS RPUMUIMUBOS; 2, O U € — onpeoeneHue OMHOWEHUL ONis 6cex
KaHOuO0amos obvexma)

3anuiem BBIPAXKCHUEC V11 pPUCYHKA 7, I

r f a a
. . -1 . .
Al1B1 & B1C1 = Al1B1 &% B1Cl1 = CeeTHILHUK (6)

[pu oBOpOTE OTHOLICHHIA HA O/IMH 11IaT, HAWJICHO COBIA/ICHHE C ICKOMBIM OOBEKTOM.

AHaJIOTUYHBIM 00pa30M 3alUIIEM BbIPOKEHHE /ISl PUCYHKA 7, JI:

b g £ f
. . -1 : .
A2B2 & B2C3 = A2B2 & B2C2 — Her coBnageHuit (7
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IMocne npoBepky BO3MOXKHOTO TOBOPOTa OOBEKTA COBMAJICHHS HE HAMIEHO, COOTBETCTBEHHO,
paccMarpruBaeMasi KOMOHMHAIUs He sBistercs oobekroM. C npumuTtrBamMu A2 u B2 ects emié
OJIHA KOMOMHAIMS, TIPE/ICTABJICHHAs HA PUCYHKE 7, €, 3alTUIIeM BbhIpaXKeHue s Heé:

i f : e
— — -1 — —
AZB2 & B2C3 = AZBZ & B2C3 = CeeTHWILHHK (8)

Ilpy Takoil KOMOWHAIMM TPUMHTHBOB HAaiIEHO cOBHajeHHe. TakuM 00pa3oM Ha CIeHe
Hal/IeHO J1Ba 00BEKTa, PACIIO3HAHHBIE KaK CBETHJIHHUK HAPY>KHOTO OCBEIICHHS.

4. 3AKJIIOYEHHUE

B pabore paccMOTpeH MOOXOA K PAaclo3HABAHWIO OOBEKTOB OCHOBAHHBIA HA THIIOTE3E O
BO3MOJKHOCTH DACIIO3HABAHWsSI OOBEKTOB Hepe3 IIOMCK COBOKYIHOCTH T'COMETPHYECKUX
MPHU3HAKOB M OTHOLICHUH Mex Ty HuMU. [IpuBeneH crnocob omucanst 00bEKTOB U KOIUPOBAHHS
OTHOLICHHI MKy HUMH Ul ABYMEPHOTO [IPOCTPAHCTBA W300PaKEHHS, & TAKXKE IPHBEICHDI
TpPUMEPBI pacrio3HaBaHus OOBEKTOB. IIpemnaraemplii MOAXOA K PACIO3HABAHHIO IMO3BOJUT
pacrno3HaBaTh OOBEKTHI 0€3 HEOOXOIMMOCTH IIepeoOyuUeHHs alropuTMa Ha BBIOOpKE
00y4YaroIMX JAHHBIX C HOBBIM OOBEKTOM. JlJsi pacIIMpeHHs CIHCKa paclio3HABAaeMBbIX
00BEKTOB HEOOXOAUMO PACIIHPUTH 0a3y H3BECTHBIX OOBEKTOB OMHCAHUEM HOBOTO OOBEKTA HITH
Kiacca OOBEKTOB. Peamusanus momxoia MO3BOMHMT CHHU3WTH PUCKH YXYIUICHHS KavecTBa
PacIo3HaBaHKs [PU YBEIMYCHUH KOJMYIECTBA PACIO3HABAEMBIX KIIACCOB OOBCKTOB U CHHU3UTH
TPYIO3aTPaThl Ha AJANTALMIO AITOPUTMOB PACIIO3HABAHMUSI TSl HOBBIX OOBEKTOB.
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Abstract. The digital transformation of railway transportation involves the migration to predictive
maintenance of railway facilities, as well as adaptive planning and management of the entire railway
system using digital methods for data collection, processing and communication. The paper reviews and
analyzes the key directions of the digitalization of railway transportation, while specifying the primary
objectives, existing limitations, and trends and taking into consideration, among other things, the
experience of the Russian Railways.

Keywords: automation, robotic automation, maintenance, predictive analytics, big data analytics, Big
Data, Data Science, BIM, 10T, FRMCS, 5G-R.

Conceptually, the digital transformation of railway transportation involves a paradigm shift in
the operation and management and migration towards the Industry 4.0 principles. The
transportation model 4.0 is postulated as a model of intelligent interaction of self-x
cyberphysical transportation systems that are capable of self-configuration, self-control and self-
recovery [1].

As an integrated system, a digital railway is the product of digital methods of processing and
communication of information, automation and robotization of business processes in
transportation, logistics, operations, and manufacturing [2].

Structurally, a digital railway is a “system of systems” that consists of interconnected

cyberphysical fixed and mobile railway assets, flows of control information, data storage and

processing centres, a set of standards, rules, regulations and interaction protocols. Each asset has
its own life cycle that defines the specificity of its maintenance planning.

e In the strategies of digital transformation of various countries’ railway industries, a
great deal of attention is given to a reconsideration of the existing railway asset
maintenance practice based on the principle of “repairs after failure” and automation of
maintenance management with the capability to support decision-making based on a
risk-oriented approach. The adoption of advanced infrastructure management systems is
one of the basic conditions of uninterrupted transportation process amidst growing
freight and passenger flows and limited financial resources, as well as the most
important tool of railway asset maintenance costs optimization, primarily as far as the
infrastructure is concerned. For instance, infrastructure accounts for over 60 percent of
the fixed assets of JSC RZD, the owner of Russia’s largest transportation network,
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while the costs associated with infrastructure operation amount to around 35 percent of
the total expenditures.

o Efficient maintenance management depends on the availability of relevant, accurate,
and structured information on the current technical condition of a railway asset. More
often than not, the sources of such information are various wireless sensors, including
machine vision sensors, however, the majority of input data is still generated manually
and has a low quality. That is to be taken into consideration in an advanced maintenance
system that is to enable data mining involving the methods of Data Science with the
construction of dynamic state models of railway assets and evaluation of the
categorization of the supervised assets using early risk warning indicators. JSC RZD is
implementing such an approach as part of the URRAN project (Fig. 1) [3].
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Fig. 1. Evolution of the infrastructure maintenance management system

e With regard to building efficient predictive analytics models as part of railway asset
dependability evaluation and maintenance decision-making, both classical machine
learning methods (dominant component analysis, support vector machines, decision
trees, random forest, logistic regression and the nearest-neighbour method), and
artificial neural network-based (ANN) deep learning methods are being considered [4].

e The active use of ANN, including convolutional neural networks (CNN), in the railway
sector is primarily due to the widespread application of machine vision sensors (various
video cameras, lidars, etc.) as part of smart diagnostics systems, robotics systems,
onboard obstacle detection modules that are being tested as part of driverless train
projects, etc.

The deployment of automated systems based on the above technologies allows, among other
things, minimizing the number of processes that involve direct human contact with rolling stock.
Thus, for instance, JSC RZD is mass-deploying the multi-functional diagnostics system named
Integrated Rolling Stock Admission and Diagnostics Station for Classification Yards (PPSS)
that is to create a single cross-service hardware and software platform to support the transition to
low-staffed processes of technical and commercial inspection of rolling stock (Fig. 2).
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Fig. 2. Integrated rolling stock admission and diagnostics station for classification yards

The PPSS implements the functionalities of both the existing systems (KTSM, PAK, KTI), and
new functionalities based on the machine vision technology (recognition of wagon identification
number, placards, Do not hump signs, detection of raised/lowered friction wedges, presence and
thickness of brake blocks, etc.), laser scanning (detection of negative dynamics, out-of-
dimension rolling stock, load shifting, damaged body, etc.), strain gauging (mass measurement,
detection of uneven loading or load shifting, tread surface defects).

Another promising area of research in transportation process safety and railway asset operation
is the development of high-technology distributed systems for monitoring trackside assets
involving fibre-optic sensing (FOS). The relevance and advantage of FOS in the context of
extended linear facilities like railway lines consists in the capability to provide complete and
continuous information, which is impossible in the case of conventional fixed diagnostics and
monitoring systems based on point-wise (local) sensors that do not provide continuous
information on the technical condition of an entire asset, but only operate at control points [5].

Distributed FOS-based sensors enable continuous monitoring of extended linear assets, allow
detecting deformation processes in the underlying subgrade soils below the track, stress and
temperature of the rails and elements of engineering structures, as well as trespassing of
protected areas of railway infrastructure facilities (conduits, right-of-way, etc.).

There is a bright future ahead for specialized robotics systems (RS) that JSC RZD starts
deploying for the purpose of performing operations that, for instance, involve releasing the
brakes of freight wagons in receiving yards, wagon uncoupling before a sorting hump, etc. (Fig.
3).
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Fig. 3. A robotic system ’s manipulator

Another application of RSs is technical inspection of the wagon bottom. In such RSs, the
inspection is conducted using a machine vision camera and high-precision lidars, while the RS
manipulator moves along the inspection pit on a wheeled platform. Using RSs in such
operations allows removing people from dangerous zones, as well as eliminating the negative
effects of the human factor affecting the quality of malfunction detection, thus removing the
risks associated with train traffic safety [6,7].

Another major area of deployment and testing of various computer vision machine learning
technologies is the development of driverless trains. That activity is part of the broader Smart
Train concept that involves migrating part of the functionality of railway infrastructure onboard
the train as regards both diagnostics/monitoring, and train control.

The onboard machine vision system consists of a set of sensors of varied nature and purpose, as
well as high-performance, large-memory computer systems that process the signals of such
sensors in real time using machine learning algorithms, and is intended for automatic detection
and classification of foreign objects ahead of the train for the purpose of making decisions
regarding the appropriate reaction of the onboard train protection system (acoustical signal,
speed reduction, emergency braking, etc.). Over the past few years, such systems have actively
been tested by various railways in a number of countries worldwide, including in Russia
(shunting engines in the Luzhskaya station and test Lastochka EMUs on the Moscow Central
Circle) [8].

Within the paradigm of the future digital railway, a driverless train is a mobile “self-conscious”
cyberphysical object (system) with an increased, yet controllable autonomy (i.e., it can be
controlled autonomously by using a subsidiary computer model, yet requires general
coordination from the control center) [9]. Accordingly, in the context of the future network
management model, the matter of finding the boundary between autonomous and centralized
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control becomes especially important and will require a solution in the process of successful
delivery of projects involving the development of autonomous transportation systems.

Given the above, it must be noted that not less active is the area of research associated with the
application of network management methods based on cloud computing and multiagent
technologies, whereas operations control centres (OCCs) acquire brand new capabilities in terms
of adaptive planning and early response to the risk of transportation process disruption through
the use of platform solutions of predictive analytics, integration with the automatic route setting
systems and machine-to-machine communication with onboard automatic train operation
systems (Fig. 4) [10].
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Fig. 4. Target OCC 4.0 model

According to some authors, the application of Data Science-based predictive analytics able to
identify hidden correlations and trends and predict the evolution of a risk based on various early
warning indicators within the smart traffic management circuit will eventually enable a higher
resilience of a railway system against the disturbing action of negative factors of varied nature
[11]. As the prediction process matures bolstered by Big Data analytics, such poorly defined risk
factors as natural phenomena and shifts in demand that may or may not cause traffic process
violations will probably become able to be adequately taken into consideration as well (Fig. 5).
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Fig. 5. Predictive management diagram based on Big Data analytics

The input information and operational events can be classified using such methods of Data
Science as logistic regression, support vector machines, clusterization (various algorithms),
Bayesian regression, etc. The task of train schedule adjustment can be solved using the adaptive
methods of random searching, decision tree, ANN [12].

One of the difficulties of Big Data analytics consists in its diversity, heterogeneity, absence of
structure, noisiness and excessiveness. Besides the data coming from cyberphysical systems
(sensors, video cameras, satellite navigation receivers, etc.), large volumes of data are generated
over the life cycle of a railway asset (from the stage of design to the stage of maintenance and
interaction with the consumers), as well as significant volumes of business data [13].

Nevertheless, the Big Data technology has bright future ahead in the railway industry. Railway
companies aggregate large volumes of various data and can obtain significant economic effects
from the adoption of Big Data analytics. However, the railway industry is defined by a whole
number of factors that complicate its adoption, including the limitations of the existing
infrastructure for collecting, storing and communicating data, high cost of investment and
absence of readily available specialized Big Data analytics platforms. Additionally, there are
obviously not enough specialists in machine learning and Data Science with expertise in railway
transportation who could competently build virtual models using machine learning software and
subsequent verification of the obtained results.

It must be understood that Big Data methods are unable to convert manual input systems into
automatic systems. It is also clear that the Big Data technology is unable to process and create
information in the absence of required data. That problem is to be solved through an active
development of another key area of digitalization, i.e., the Internet of things (1oT) that involves
the development and mass deployment of distributed digital sensors of different purpose
connected within a single cyberphysical network and enabling continuous monitoring of the
status of fixed and mobile railway assets.
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The adoption of digital technologies inevitably leads to the requirement of describing railway
assets in a digital format, i.e., creating digital twins of railway assets. Essentially, digital twins
are virtual reproductions of the dynamic operating state of an actual physical asset, system or
process based on the registration of a wide range of parameters by various sensors and their real-
time processing with the use of artificial intelligence (Al) (Fig. 6).
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Fig. 6. Diagram of interaction between a digital twin and assets

The concept of digital twin is associated with the BIM technology, information modelling based
on a digital representation of the physical and functional properties of an asset in the form of a
BIM model. A BIM model covers all stages of an asset’s life cycle, i.e., planning, definition of
specifications, design and analysis, delivery of engineering documentation, manufacture,
construction, operation and maintenance, disposal. Today, the deployment of the BIM
technology in most countries is at the outset. The key reasons include the absence of industry
standards for data model development; high cost of initial investment associated with the
procurement of equipment and software; shortage of qualified personnel trained for working
with BIM technologies in the railway sector; the requirement of modifying the company’s
business processes to accommodate for the adoption of the BIM technology [14].

A digital description of a spatially distributed transportation system is of crucial significance as
regards a wide range of railway applications from the design, construction, maintenance and
repair of track and engineering structures to coordinate-based control of trains and train flows,
including the organization of driverless train operation. Such tasks can be most efficiently solved
granted a single spatial data system with common rules and methods of generation, storage, and
updating of digital track models with high-precision coordinate referencing.

Digital models of open lines and station tracks are the most important element of the digital
railway and, among other things, serve the creation of simulation models, i.e., currently the
primary tool for researching the various aspects of railway operations from the evaluation of the
future capacity of open lines to the definition of the set of technical and process-specific
solutions to develop its assets. Simulation of stations and open lines allows solving a number of
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fundamental tasks, including the finding and analysis of elements restricting the operation of
stations and open lines, definition of the options for the improvement of the infrastructure and
operating processes of such assets, evaluation of the proposed options based on qualitative and
quantitative parameters identified in the process of simulation, testing of the newly-developed
processes in a risk-free environment [15].

Comprehensive simulation is an efficient digital tool of substantiated selection of managerial
and engineering measures aimed at solving key problem of today’s railways, i.e., increasing the
capacity amidst limited financial resources and presence of limiting factors of the infrastructure.

The primary factor contributing to the solution of the above problems is the migration to train
flow management based on new principles of train separation. Abandoning conventional light
signals and employing a digital radio channel as a supplementary control circuit enables a
dynamically controlled train spacing that can be made as short as 2 or 3 minutes, if required.
That is ensured by the adoption of a comprehensive process of train separation in open lines and
main station tracks and the principle of moving block section. A not less promising technical
solution is train fleeting (including of driverless trains) according to the principle of virtual
coupling (trains travel in fleets with reduced spacing) [16].

In this context, an important area of digitalization involves the development of high-speed
communications networks in railway transportation. The existing wireless communications
standards, such as GSM-R, do not support the new class of problems. For that reason, over the
last few years, a new standard has been in development. By 2030, FRMCS (Future Railway
Mobile Communication System) is to replace GSM-R and other narrow-band communication
systems. The 5G wide-band radio communication system is considered as the underlying
technology and is to be adapted to the needs and specific requirements of the railway industry
(5G-R). According to the plans, the future 5G-R railway standard will enable a multifunctional,
multiservice network as part of the railway system that will allow solving a number of problems
involving engineering communication, train control and protection, centralized traffic control,
loT, wide-band access to digital services for passengers, as well as the creation of fully-featured
digital twins of railway assets and migration to an intelligent, adaptive system for planning and
management of the transportation process [17].

An active adoption of digital technologies in railway transportation inevitably leads to the

requirement of creating and improving next-generation comprehensive managerial decision-

support systems that make use of the advanced capabilities of the digital data collection,

processing and communication systems. Eventually, granted a successful solution of the above

managerial, process-specific and technological issues, it can be expected that the digital

transformation leads to a whole number of fundamental changes in railway transportation,

including the following:

1. End-to-end robotic automation of maintenance with machine-to-machine communication.

2. Transition from descriptive systems to decision-support systems based on predictive
analytics able to solve multicriterial tasks involving processing of raw or poorly structured
data.

3. Continuous monitoring of the current condition of railway assets by means of a
widespread deployment of 10T sensors connected within a single network.

4. Adoption of subsidiary computer models and algorithms in the systems that enable the
interaction of autonomous self-x cyberphysical transportation systems, along with train
separation based on moving block section and virtual coupling.
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5. Creation of a single spatial data system with highly accurate digital track models for an
entire railway network.

6. Integration of the methods for creating digital twins of railway assets and the various Al-
based tools for the simulation and smart prediction.

7.  Construction of a new paradigm of planning and management of all aspects of railway
operations using adaptive methods based on digital twins and cross-industry Big Data
analytics platforms.

8.  Deployment of high-speed communications networks enabling the communication of large
volumes of data, including via wireless channels.
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SAMOHODNA ROBOTIZOVANA LABORATORIJA

Zeljko Stankovi¢, Zoran Z. Avramovié
Panevropski univerzitet APEIRON, Banja Luka, Republika Srpska, BiH
{zeljko.z.stankovic, zoran.z.avramovic}@apeiron-edu.eu

Apstrakt: U radu je prikazan projekat samohodne laboratorije — RobolLab. Postoje krizne situacije u
kojima je potrebno ispitati kvalitet (kontaminiranost) ili sam sastav vazduha u nekoj prostoriji ili na terenu.
U tunelima (Zeleznicki ili drumski) posle akcidentnih situacija bezbednije je proci sa RoboLabom i trenutno
snimiti situaciju uz akviziciju podataka i pratiti video sa kamere koja je postavljena na platformu.
Akvizicijom podataka mozemo saznati temperaturu i pritisak vazduha, snimiti okruzenje koje nas zanima
bez rizikovanja ljudskih Zivote. Samohodna laboratorija, RoboLab, koju su autori rada osmislili (i dalje
razvijaju) na Fakultetu Informacionih Tehnologija Univerziteta Apeiron, opremljena je sa tri senzora koji
daju podatke o temperaturi, atmosferskom pritisku i koncentraciji gasova (najces¢e)CO2. Pored senzorske
grupe instalisana je i Wi-Fi kamera. Laboratorija ima i dodatnu moguc¢nost koja se odnosi na pokretljivost,
opremljena je Mekanum ftockovima, §to omoguéava i holonomicno kretanje. Upravljanje RoboLab
laboratorijom vrsi se preko Android aplikacije, blutut komunikacijom.

Kljucne reci: robotizovana platforma, Mekanum tockovi, senzor atmosferskog pritiska i temperature,
senzor za detekciju gasovaCOz, Wi-Fi kamera, blutut komunikacija.

SELF-PROPELLING ROBOTIZED LABORATORY

Abstract: This paper presents the project of a self-propelled laboratory - RoboLab. In some crisis
situations, it is necessary to examine the quality (contamination) and composition of the air in a room or on
the field. It is necessary to check the temperature and air pressure, record the environment we are
interested in. Without risking human resources, we will use the RoboLab self-propelled platform, which was
implemented at Apeiron University, Faculty of Information Technologies by authors of this paper. In the
current phase of implementation, RoboLab is equipped with three sensors that provide information on
temperature, air humidity and CO2 concentration. In addition to the sensor group, a Wi-Fi camera is also
installed. The platform has an additional possibility related to mobility, it is equipped with mecanum
wheels, which enables lateral (holonomic) movement. Control of the RoboLab platform is performed via
the Android application, via bluetooth communication.

Keywords: robotic platform, mecanum wheels, barometric pressure / temperature sensor, air quality
sensor, Wi-Fi camera, bluetooth communication

1. UVOD

RoboL ab, robotizovana platforma namenjena je prvenstveno za akcidentne situacije. To moze
biti tunel (Zeleznic¢ki ili drumski) kontaminiran gasovima i isparenjima od pozara ili toksi¢nih
hemikalija. Akcidentni prostor zahteva ozbiljnu proveriti pre nego se posalje interventni tim.
Kompaktnoséu i opremljena kamerom i potrebnim senzorima za pracenje temperature, pritiska i
sastava vazduha RoboLab je predstavlja element bezbednosti koji treba imati u fokusu. Stoga je
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to preferirani tip bududih usluznih robota [1]. Dalja istrazivanja bila bi od velikog prakti¢nog
znacaja.
2. ROBOTIZOVANA PLATFORMA

Robotizovana diferencijalna platforma koju smo da sada koristili, CD Robi [2] zamenjena je
QUAD platformom iz vise razloga. Projekat RoboLab zahtevao je robusnu platformu za
kretanje po nestrukturiranom terenu i vie elektronskih modula samim tim i ozbiljniji sistem
napajanja. Mehanicka osnova platforme je koncept sa cetiri Makanum ili Omni tocka, slika 1.

.‘3 .‘3

Slika 1. Mekanum tocak specifikum RoboLab platforme

Specifi¢nost Mekanum toc¢kova su roleri na povrsini tocka, postavljeni pod uglom od 45°3].
Tockovi mogu biti levi i desni, razlikuju se po usmerenju rolera i postavljaju se tako da su svi
roleri usmereni ka tacki preseka dijagonala platforme. Ovako projektovan mehanicki sklop
omogucava specifiéno holonomi¢no kretanje kao i rotiranje oko svoje (vertikalne) ose. Na slici
2. Sematski je prikazan sistem kretanja platforme, odnosno smer okretanja svakog pojedinog
tocka. U zavisnosti od smera rotacije tockova dobijamo i rezultantu kretanja platforme.

ey % (.
b t 7
p = -
R 'y
Al AR R
4 } ~
)‘ ‘, o rotate forward ( i\
o) o rotatebackward |

Slika 2. Holonomicno kretanje RoboLab platforme
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Nezavisno vesanje i pogon (elektromotor) svakog toc¢ak posebno, daje platformi ve¢u mobilnost
i dobru iskoris¢enost, posebno na teskom terenu. Cetiri elektriéna motora sa redukcijom
prenosa, pokrecu to¢kove Koji se mogu okretati razli¢itim brzinama i u razli¢itim smerovima, $to
omogucava potpuno holonomi¢no kretanje (u svim pravcima i smerovima). Ponudeno reSenje
omoguc¢ava da mehanicki sklop bude jak, elastian i omogu¢i platformi lako kretanje i po
nestrukturiranom terenu. Pri tom ima dovoljno prostora da se svi moduli senzorske grupe,
kamera i energetske komponente integrisu na platformu ostavljaju¢i dovoljno prostora za dalja
prosirenja (slika 3), bez nekog dodatnog fizickog opterecenja. Sve navedeno omogucava
RoboLab-u da (izbegne) savlada manje prepreke, a svojom senzorskom opremljeno$¢u realizuje
i zahteve analize okruZenja u kojem operise.

Slika 3. RoboLab laboratorija (prva verzija)

3.  ELEKTRONSKE KOMPONENTE PLATFORME

Kontrola elektronskih komponenti RoboLab-a objedinjena je u mikrokontroleru Arduino Uno
R3, slika 4.
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SJE GG G

BESTTAL (P} & B

Slika 4. Mikrokontroler Uno R3

Skup elektronskih komponenti koje se koriste na platformi podeljen je u nekoliko grupa:

a) kontrola i rad DC elektromotora,
b) komunikacioni modul,

€) senzorska grupa,

d) energetska grupa.

a) Kontrola i rad DC elektromotora - vrsi se preko dva modula, (engl. driver) HG7881,
koji mogu da podrze rad DC elektromotora u rezimu optere¢enja i do 2 A. To je i vise
nego $to motori ,,povuku® u startu (pojedina¢ni pik je 0,6 A). Na slici 5. Sematski je
prikazano povezivanje mikrokontrolera Uno R3 sa sistemom od dva modula HG 7881 i
DC elektromotorima (pogonskom grupom platforme).

b) Za komunikaciju sa platformom koristimo (engl. Bluetooth) modul HC06 koji ima
teorijski domet do 100 m, (na nasem testu 50 m) (slika 6).

Motor A

Motor B

e

Motor C

Motor D

Drajver B

e

Slika 5. Povezivanje pogonske grupe platforme RoboLab
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c)

Bluetooth HC-06

5 == - = ._ . -
...-its-sla 2zZz22®
-y ® ! i

Slika 6. Povezivanje mikrokontrolera Uno R3 sa Blutut modulom HC06

Za laboratorijske eksperimente domet od 50 m sasvim je dovoljan. Svi mobilni uredaji
(telefoni, tableti...) imaju integrisan Blutut modul i instalacijom android aplikacije
RoboLab, mobilnim telefonom moguce je upravljati kretanjem laboratorije i, ujedno,
dobijati podatke od senzorske grupe.

Senzorska grupa sastavljena je od dva modula. Modul BMP180 je digitalni senzor i
koristi se za merenje temperature i pritiska vazduha, slika 7. Senzor BMP180 moze da
izmeri pritisak u rasponu od 300 do 1100 hPa (500-9.000 m nadmorske visine) i
temperaturu u rasponu od -40°C do +85°C sa ta¢no$c¢u od 1°C. Senzor koji ima veéi
temperaturni raspon moze da se implementira ako za to postoji potreba.

Slika 7. Modul BMP180

Drugi element senzorske grupe je modul MQ135, slika 8. Senzor se koisti za detekciju
gasova Stetnih po ljudsko zdravlje kao $to su ugljen-monoksid, ugljen-dioksid, amonijak,
hidrogen, sumpor, kao i za detekciju dima.

MQ135 ima i analogni i digitalni izlaz, s tim $to analogni output daje preciznije rezultate i
korisc¢en je u ovom RoboLab projektu, slika 9.
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d)

4.

DUINO

—O® UNO A

Slika 9. MQ135 povezan na analogni ulaz mikrokontrolera Uno R3

Neophodno je uraditi kalibraciju senzora da bi rezultati bili ta¢ni. Kalibracija senzora na gas
CO; radena je u laboratorijskim prostorijama (teperatura ~20°C) i dobijena vrednost je bila
programska konstanta.

Energetska grupa — baterijsko napajanje RobolLab platforme podeljena je u dva
segmenta. Prvi segment je baterijsko napajanje od 9 V, koje obezbeduje pouzdan rad
mikrokontrolera, komunikacionog modula, modula BMP180 i modula MQ135. Drugi
segment je baterijsko napajanje od 7,4 V (dve baterije tipa 18650, 3,7 V) koje
obezbeduje pouzdan i energetski nezavisan rad motorne grupe. Podela je napravljena
zbog velikog pada potencijala kada se koristi jedan baterijski izvor. Pad potencijala
uzrokovan je velikim strujnim pikovima (1,1A po motoru posebno) koje stvaraju
motori pod punim opterecenjem. To prouzrokuje pad potencijala na kontroleru, pri
¢emu se radni napon spusti na 4,3V, sto je ispod nominalnih 5V. U takvom rezimu
UNO se resetuje sto mora da se spre¢i. Nezavisnim napajanjem kontrolera problem je
reSen. Kamera ima svoje napajanje koje moze da obezbedi neprekidan rad od 47min.

KOMUNIKACIONI MODUL, DRAJVERI, SENZORI

Program za mikrokontroler (koristili smo programski jezik C# ), podeljen je u tri segmenta:
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a. Komunikacioni deo koji treba da otvori i odrzava dvosmerni Blutut kanal (modul
HCO06),

b. Kontrola drajvera preko kojih se salju komande elektromotorima,

c. Slanje izmerenih vrednosti sa senzora BMP180 i MQ135.

Ukratko:

a. Upravljanje platformom ostvaruje se putem serijskog komunikacionog kanala
Blutut sistemom, Kkoji je uparen sa mobilnim telefonskim uredajem. Razvijena je
posebna Android aplikacija kojom se kontrolise RoboLab laboratorija i koja nam
prikazuje podatke prikupljene od senzorske grupe. Deo programa za komunikaciju
sa Blutut modulom HCO06 prikazan je na slici 10.

SoftwareSerial Bluetooth(2, 3); / TX, RX

if (Bluetooth.available()){ //prijem
podataka

Data=Bluetooth.read();

Slika 10. Otvaranje komunikacionog kanala

b. Kontrola elektromotora odvija se preko dva hardverska modula (drajvera).
Drajverima se salju signali za pokretanje, zaustavljanje ili promenu smera rotacije.
Na slici 11. prikazan je program kojim se sva Cetiri motora aktiviraju. Toc¢kovi
rotiraju u istom smeru, obezbeduju¢i da se platforma krece napred.

int enR = 12;
int inl = 11;
/ motor dva
int enL = 10;
int in2 9;

int motorBalance = 10;

//inicijalna brzina motora 248

int motorSpeedl = 248;

int motorSpeedR = motorSpeedL-motorBalance;

I
void 35::1:)'[

// set all the motor control pins to outputs
ode (enR,
=(enL,
ode= (enRR,
ie (enLL, OU

stk
void loop() {

f(Data==9){ //
d e(inl, HIGH)://
=(enR, 255-motorSpeedR):;
e(in2, HIGH):;// -———————- napred
(enL, 255-motorSpeedL):;
te(in3, LOW); //—————- napred
(enLL, motorSpeedL):;
te(in4, LOW);//—————= nazad
analogWrites (enRR, motorSpeedR);

Slika 11. Deo programa za kontrolu elektromotora
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c. Modul BMP180 je digitalni mera¢ temperature i pritiska vazduha. Algoritam koji
smo mi koristili prilikom programiranja prikazan je na slici 12.

| Zapod¢ni merenje temperature |

\v

| O¢c¢itaj vrednosti temperaturce |

!

| Zapoéni merenje pritiska |

\

| O¢itaj vrednosti pritiska I

\

Ispifi vrednosti pritiska i
temperature u zadanim
jedinicama mere

Slika 12. Algoritam za senzor BMP135

Deo programa koji je razvijen za potrebe projekta RoboLab prikazan je na slici 13.

F ¥/ Cekamo da se merenje zavrsi:
delav (status)

status = pressure.getlemperaturs (temp)
if ([status '= 0}
{

S Prikazi merenje:
Serial.print {"temperature: ")

Serial.print {temp) ;
Serial.print{™ stepeni I:', I

Slika 13. Program za merenje temperature
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Modul MQ135 je digitalni merni element detekcije gasova koji je ve¢ opisan u prethodnom
poglavlju. Kod koji je definisan za RobolLab prikazan je na slici 14. Na slici 15. imamo
kontrolni listing generisan tokom testiranja programa. Moduli moraju programski da se usklade
sa preuzimanjem, slanjem podataka i kontrolom motorne grupe. U suprotnom odziv sistema
kontrole kretanja ima primetno kasnjenje, $to nije prihvatljiva opcija.

@ com3

¥ =
AirQuality=13 PEM
AirQuality=12 PEM
AirQuality=13 PEM
AirQuality=15 PEM
AirQuality=10 PEM

Detekcija gasa/plin

AirQuality=201 PPM
AirQuality=183 PEM
AirQuality=18% PPM
AirQuality=181 PPFM
AirQuality=166 PEM
AirQuality=140 FEM

B Autoscroll [ Show timestamp

Slika 14. Kod za senzor MQ135 detekcija gasa

co2now [x]=analogRead (A0) ;
delay (20} ;

for (int x = 0;x<10;x+4+) /S
{

co2raw = zzz/10;
CoZppm = Cco2raw - Co2Zero;

Serial.print ("Vazduh=");
Serial.print{coZppm): /S
Serial .println{™ PEM™):

Slika 15. Listing provere senzora za gas
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Raspored senzorske grupe na platformi vidimo na slici 16.

Senzor CO2

Temperaturni
senzor

Slika 16. Raspored senzorske grupe na platformi

5.  SNIMANJE OKRUZENJA

Pored senzora, ¢ije su funkcije ve¢ opisane, RoboLab opremljen je i mini kamerom (model A9
Wi-Fi). Snimak se sa kamere Wi-Fi komunikacijom Salje na mobilni uredaj, telefon ili tablet.
Kamera ima integrisan mikro SD slot. Video materijal automatski se snima i na mikro SD
karticu. Niskobudzetna kamera A9 ima rezoluciju 1080HD, ugao pokrivenosti od 150° i svoje
napajanje. Navedene karakteristike zadovoljavaju minimalne zahteve RobolLab-a. Na slici 17.
prikazana je kamera instalisana na prednjoj osovini platforme.

Slika 17. Kamera instalirana na RoboLab platformi
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6. PROGRAM ZA BEZICNO UPRAVLJANJE ROBOLAB-OM

U razvojnom okruzenju MIT Inventor izraden je Android program koji koriste mobilni uredaji.
Ovaj program je izabran zbog svoje jednostavnosti, slika 18. Mi smo koristili Eclipse u zavr$noj
fazi dizajna i programiranja.

do | (=] BluetoothClient1 - B IsConnected -
L= B -1l BluetoothClient1 = BES= LRIz N SNy

number

"==1 giobal robi - |-} = BluetoothClient]

21 globalrobi - M Z - B0
fien) sct (ETEERD . 6ETED o ©

Slika 18. MIT Invetor, graficki prikaz dela kod za mobilni uredaj.

Interfejs programa RoboLab.apk, koji koristimo za mobilne uredaje vidi se na slici 19. i 20.

0 Bluetooth
povezivanje
Rotacija levo Rotac

S[<S]....
0 Temperatura

Vrednost brzine motora

Slika 19. Android aplikacija za upravljanje robotizovanom platformom u razvojnoj fazi
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tem/C

Bluetooth

povezivanje

Rotacija levo

Vrednost brzine motora

Rotacija desno

Slika 20. Izgled zavrsene aplikacije za upravljanje robotizovanom platformom

7. TESTIRANJE

RoboLab (verzije sasije 003, softver VV57) testirana je u laboratorijskim uslovima. Testovi su
obuhvatali nekoliko celina:

1) Kontrolu kretanja platforme,

a) brzina odziva na komandu, testiranje sprovedeno na udaljenosti od 8m
b) serija uzastopnih komandi, testiranje sprovedeno na udaljenosti od 8m
2) Provera rada senzorske grupe,
a) rad temperaturnog senzora,
b) rad senzora pritiska vazduha,
c) rad senzora kvaliteta vazduha, CO2/butan/dim cigarete

Rezultati testiranja prikazani su u Tabeli 1.

Tebela 1. Rezultati testiranja

TEST tip testa rezultat primedba
Kontrola . . . . .
. brzina odziva na testiranje sprovedeno na udaljenosti
kretanja trenutan
komandu od21m
platforme
serija uzastopnih testiranje sprovedeno na udaljenosti
X trenutan
komandi od 21m
Provera rada "
rad temperaturnog vrednost laboratorijskog termometra
senzorske 22,1°C o
senzora bila je 21,39C
grupe
rad senzora pritiska .
998hPa pritisak vazduha u laboratoriji
vazduha
rad senzora vazduh laboratorije/butan
. 15ppM/294ppM
kvaliteta vazduha
Kamera Wi-Fi video uspesno snimak je zabelezen na mini SD kartici
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8. ZAKLJUCAK

Kroz praktiéne primere poput ovog projekta studenti se najbrze uvode u svet robotike,
mehanike, elektronike, programiranja, pri ¢emu ovakvi projekti primetno povecavaju
zainteresovanost studenata za navedene oblasti. Studenti se kroz projekte tipa RobolLab
upoznaju sa konceptima Kkoji su sveprisutni i predstavljaju opsti trend implementacije novih
tehnologija u silabusima savremenih fakulteta.

RoboLab platforma je osnova za dalji razvoj sli¢nih projekata. Implementacijom senzora
pokreta platforma moze da se koristi i kao bezbednosno sredstvo (protivprovalni i protivpozarni
sistemi).

Koris¢enjem profesionalnih senzora upotrebna vrednost RobolLab-a podize se na visi nivo,
parirajuci svojim karakteristikama za red veli¢ina skupljim platformama.

Dalji razvoj platforme kretao bi se u pravcu termicke zastite elektronskih komponenti kao i same
Sasije. Tako opremljena RoboLab platforma dobila bi siri spektar delovanja samim tim u veéu
upotrebnu vrednost.

LITERATURA

[1] Campion, G., Bastin, G. D’AndréA-Novel, B. (2011) Structural Properties and Classification on Kinematic
and Dynamic Models of Wheeled Mobile Robots. Russian Journal of Nonlinear Dynamics, 7, 733-769.
https://doi.org/10.20537/nd1104002

[2] Cvetkovié D., Stankovié¢ Z, (2010) Modern programmable educational tools", Conference ITeO 2010, Banja
Luka, Republika Srpska, ISBN 978-99955-49-48-0, pp. 181-186

[3.] Salih, J.E.M., Rizon, M., Yaacob, S., et al. (2006) Designing Omnidirectional Mobile Robot with Mecanum
Wheel. American Journal of Applied Sciences, 3, 1831-1835

70 ITeO



XV medunaroni nau¢no-stru¢ni skup Informacione Tehnologije za e-Obrazovanje

XV medunarodni nau¢no-struéni skup PANEVROPSKI UNIVERZITET
Informacione Tehnologije za elektronsko Obrazovanje AprEIRON
TeO 2023 V/LENbOH
. Banja Luka, 29 - 30.9. 2023. godine S

INTELLECTUAL SISTEM MANAGEMENT OF OPERATION
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Abstract: An approach to the implementation of energy-saving technologies of electric traction networks of
urban electric transport is proposed, which uses fuzzy models and methods of representation for the analysis
and selection of controls. The principles of forming algorithms and filling databases for expert systems were
developed, and the tasks of ensuring the modes of operation of electric traction networks based on a vague
description of their state were solved.

Keywords: mode control, electric power networks,fuzzy models and methods, databases, energy saving, urban
electric transport.

The basis of intelligent management of traction power supply modes is the energy system [1-11].
The application of intelligent urban electric transport management systems was held back by the
lack of technical means of automation to solve the problems of traction power supply of trams and
trolleybuses, taking into account the number and heterogeneity of information sources and the need
to make decisions in conditions of incomplete or contradictory information. It is easiest to apply
the intelligent system at the level of organizational and economic management of urban electric
transport. However, the high efficiency of its application will be at the level of organizational-
technological and technological management.

Of special interest are intelligent systems that have the ability to automatically acquire causal and
heuristic knowledge [7, 8]. In the literature, such systems are called self-learning, or those that use
the mechanism of fuzzy logical inference. A promising direction of automatic knowledge
acquisition is the synthesis of heuristic knowledge based on the use of causal and retrospective
knowledge.

The general scheme of the system, which combines the application of all types of knowledge,
looks like this. When detecting the mode of operation of power supply systems of urban electric
transport with increased energy losses, an attempt is made to eliminate it using heuristics. In case of
success, the work of such a system is stopped, in case of failure, the causal inference mechanism is
activated, which is formalized in the form of heuristics and entered into the heuristic knowledge

ZBORNIK RADOVA — PROCEEDINGS 71



29-30. 9. 2023. Banja Luka

base. It is obvious that if the same operation mode of the power supply system of electric transport
occurs again, it will be processed using this heuristic, which is faster and more efficient.

Thus, the synthesis of heuristics is carried out with the help of causal knowledge. At the same time,
such a synthesis can be carried out even at the system design stage by using a mathematical or
simulation model of the behavior of the power supply system when various situations arise. In an
intellectual system correctly built on the basis of the described principle, the tendency to
infrequently use the causal inference mechanism prevails, which indicates an increase in the
quality of heuristic knowledge accumulated by this system.

The criterion for evaluating the modes of operation of power supply systems of urban electric
transport is energy consumption by traction substations, which reflects most of the influencing
factors, including the inextricable relationship between traction and external power supply systems.
For the simulation of energy-saving modes, the following were used: compromise-optimal traction
modes of electric rolling stock with different numbers of passengers, taking into account the
voltage on the current receivers, with different speed restrictions and changes in other parameters;
regimes of minimal losses and power flows of traction and external power supply systems, taking
into account their inextricable interconnection; modes of uniform loading of the power supply
system, taking into account the criterion of minimum energy costs when forming the traffic
schedule of urban electric transport.

The need to use inductive inference is due to the difficulty of directly using retrospective
knowledge, which is presented in the form of examples to obtain a final conclusion by the system
when choosing the mode of operation of power supply systems, the power scheme or the reason
for the failure of power supply devices.

Rows of the mode matrix (MR) of the power supply system are states that characterize power
supply objects X, = (X ,,...,X,,) by aset of parameters xij, and =1,2, ... ,N,j=1,2,...,n. The

task of building an optimal MR classification consists in choosing a group of parameters Gk, k =1,
., g and the class of objects Trk, r =1, ..., tk in each Gk for a pair of elements(G;', T ), on

which the given functional F(G, T) of the distances of the elements from the "centers" of the Trk
classes is minimized.

Two forms of product rules have been developed, which are designed to evaluate the minimization
of power flows and energy losses in the traction network:

IF[AND(N, =g,)]THEN[y, € N.;(Y,,07)];
1)
IF ANDIOR (x; ~ X;)JTHEN[(y,; ~ y")]
where AND and OR are signs of logical operations; gr — numbers of groups Gk with classes Nk, to

which object parameters can be assigned,; yj is the predicted parameter of the STE mode for the i-th
object(x,, X,, ..., X, ) ; NF — selected final classes; (Yj ,G)—average values and variances of the

variables-conclusions; sign "~ indicates “approximate equality”; x; ,y"— the values of elements

of the knowledge base (KB) obtained from the subtables.

When forming the rules (1), it is assumed [8] that there is a possibility of assigning a conclusion
variable to the construction of the classification. Table 1 presents additional means of forming
problems of conditional classification of data (CCD), as well as new methods of researching
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statistical dependencies between variables. This makes it possible to establish not only the presence
of connections, but also their directionality and opens up the possibility for a more accurate
selection of reference variables and conclusion variables in the rules of BZ production obtained
from the solutions of UKD problems.

The task of conditional classification of observation tables is to find a group of

variablequ*z{Gk*}, the number of groupsq”and distribution of objects by

classesT * = {T },r =1,..,t"°, g=1..,q", which minimize the functional of the classification

rk
quality in the area of fulfillment of production constraints n(G, T), which satisfies condition
:]_);Xir @Cr =X EGp;

2) X, ®X, =X, X, €6,

3):X, er =X, er_

Here, when performing the relation®parcel xr is placed in group Gp if®correctly, for all Trk lines,

both variables are assigned to the Gp group, and the conclusion variable is placed in the package
variable group. In this case, the classification quality function will look like this:

F(G,T)=Nlii[Frk(G,T)*erl]: min @)

‘Nk=t =1 (G T)er

where Frk(G, T) are calculated measures of dispersion of elementsW,, =|G, ; Irk is the set of

numbers of objects of submatrices Trk.

Irk

Table 1 — Conditional data classification

#n\n Type Function Parameters Characteristic Content
Ngis a . . . .
. The given dimension of The maximum number
1 WITH; Struc(Ng, NT) number( ; the optimal of groups and classes in
NTis a numbert” Classification a group
k
r<n;
Jo # g Pger
' . P Assignment of reference
2 WITH, Group(jl,..jr) 2 "Z”ab'e V(g er: variables of
number 5 G classification v
~(@3(v,, €G,), :
(th €G)))
js—variable jsis the reference
Set number; variable, The task centers the
3 WITH; |, - s s s . allowed - group classes that
(s Wys s W) Wy -js class . contain the js variable
centers t> tk
Uo(i . i Japan, jq are . Assignment of "zones"
4 WiTH. p( Jp: Jq) variable indices Ip<ia of variable indices
. . -1
5 witHs Mes_min(z,);Z, €[ 16,)  #4=(CNgN{) ™, permissible class
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Mes_max(z,) z, € (z;; 1,] 1, =(C,)™ capacitiesT,,
C,~10;C,~4

sel(oy,...,0) 04=V;,0d; ViV, ~ variables, Assignment of a share of

Oe{<,>=.}- the table of
observations, according
. to which the UKD is
0Sel(a;,0,) C, - const Asel(), Qsel() —logical - ducted

operations AND, OR

6 WiTHs ASE|(O‘1,GZ) d= {ij;Nd }; relational operators,

Cl = 1is a quadratic
measure,

Calculation task

distances from class
centers

7 WITH; Clas(Cl) Cle{l; 2} Cl=2 is 8 measure

Zhuravleva

It is possible to single out two schemes for the formation of EU product rules that take into account
additional sources of information about variables.

According to the first scheme of the production rule (1), taking into account the requirements for
the tasks, the reference variables (Table 1) will have the following form:

(ANDIOR(x; = X)] AND [0, ~ W], )D) = [(¥ =W, )], @)
where the indices 'i' show the characteristics 'jk' of the situation 'i' when compared with the given
values W’Jfk : subscripts k', 'jG' indicate numbers of specified reference variables K, js € K =Uj; ; the

jG number shows the predicted characteristic W;G . Here are the indices of the k' premise variables
and conclusions, as well as some values w]k are established prior to solving the problem of UCD.

Variables with indices 's' are formed in the course of solving UCD problems (2), their designation
and use correspond to model (1). Thus, the content of the scheme (1) is to make the problem
statements of the UKD, as well as the resulting BZ rules, as meaningful as possible, combining
expert information about the known characteristics {W’Jfk} with the results of calculations
according to (2).

When using products (3) to draw conclusions about the characteristics of the current situation (the
object under study) x(i) ={Xijk ' Xi;}are compared with the values of parameters-parcels of rules of

the form (1). If the values of the variables x(i) satisfy the values in the conditional part, then the
values of the variables from the conclusion part show the result obtained using BZ.

According to the second scheme, the Zhuravlev measure is used (Cl = 2) and the distance function
will be equal to:

B(Xi ' Xj) = st (Xis’ st); b(XiS’ st) = 1’
S
at | x,— X, | <3, otherwise 0, (4)
whered; are given constant values that determine the proximity categories of variables 's".

Here, the summation is performed by the indices of all variables included in the Gk group for the
rows of the observation table with numbers (i, j): {xi, xj}. If the relation is fulfilled B(X;, X j) 2Ny,
then the rows {xi, xj} of the tableTrk are considered close, where nB is a given number.
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In this case, the calculation of average values by classes does not make sense, so models (1) must
be modified accordingly. For the requirements of C7 (Cl = 2) (table 1), the following form of rules
for converting the results of the UCD into the BZ of expert systems is proposed:

ASL\(IP[OR(Pi(Xij; ~ W?k): B(X(i) e K)2B)]= (yijG ~ WjG*) ,(5)

where j; ¢ K is a set of variables defining the researched object x(i) ={X;, , X}, which are not
listed in sections C2-C3 of the UKD problem; B; — threshold values for comparing the proximity
of objects according to the variables that make up the group.

The algorithm for building the BZ (5) shows that in the conditional part of the products, when
evaluating the truth for the values of the reference variables, two relations are checked: the

proximity of the values of the reference variables to the specified reference values {(xiji ~W; ) }

and exceeding the set level BS in measure (4) for parameters that are not included in the number of
references{B(x(i) s j; 2 K)>B?)}- If at least one of them is fulfilled for the variables x(i), the

corresponding part of the parcel is considered valid. Assignment of constants B is carried out for

the entire table or for each of the groups that include some reference variable. At the same time, the
numbers can be set as constants that set the number of variables, or as relative parameters that take
into account the number of variables that make up the Gs groups.

The proposed algorithms for creating EC databases can be implemented after the modernization of
power supply device management systems based on new integrated systems. It is necessary to
include intelligent control of the system in the software of the automated workplace of the energy
dispatcher. Its inclusion is planned after the introduction of new microprocessor systems of
telemechanics of district dispatch centers.

At the same time, power supply system operating modes management and mode selection can be
implemented on the basis of a vague description of their states. When forming the rules, the
following parameters are established: AQi — deviation of the daily number of transported
passengers on the i-th intersubstation zone of the two-track section, for the characterization of
which the values of vague quantities Qp are entered: "lagging (strong, weak, absent)" and
"overtaking (absent, weak, strong)"; ASi — deviation of daily active energy losses for
intersubstation zone i, value of Sp with values: "strong, absent, weak™; AWi is the difference in
daily energy consumption of the i-th intersubstation zone, for the real mode of operation of the
power supply system and the reference mode of uniform loading of the power supply system, the
value of Wp; Ki is the section of the track, the value of Kp, where i = 0, 1.. n is the number of
intersubstation zones of a given section. Fuzzy rules look like this:

IF(Kie KpANDAWie WpANDAQieQpANDASieSp) THEN Ui AND Shhi , (6)

where Ui are voltages of traction substations that provide control that is close to optimal in the i-th
intersubstation zone of the site; Schi is the power supply scheme of the zone.

When building a control model in the form of fuzzy rules, each fuzzy characteristic is
approximated by N fuzzy values with triangular membership functions. For a vague characteristic,
the minimum and maximum value of the interval, in which its permissible values are located, are
specified. The approximating quantities have a triangular degree of membership: the vertex lies in
the center, it has a degree of membership of 1, and the other two vertices are on the sides of it with
degrees of membership of 0. The fuzzy inference is based on Mamdani's rule of fuzzy implication.

ZBORNIK RADOVA — PROCEEDINGS 75



29-30. 9. 2023. Banja Luka

Let's consider the value of Wp (the difference in energy consumption between the real and the
reference mode of operation of the power supply system). The minimum value of the cost
difference in the inter-substation zone was 9,600 kWh, and the maximum was 9,600 kWh. Having
divided this interval into 13 parts, we have the following values of the uncertain value, as shown in
the table. 2.

The names of each value are shown as follows: values close to 0 are called "AWH" (no deviation),
"FAWI" - "+AW6E", "-AW1" - "-AW6" - vague deviations according to AWmax and AWmin of
classes 1. .6. The representation of this quantity in the form of graphs of the membership function
is shown in Fig. 1. Each approximation was shown by fuzzy values obtained by dividing the
permissible interval into parts (Fig. 2, Fig. 3).

The partitioning of each value must be adjusted to achieve the greatest correspondence between the
values that are fed to the input of the fuzzy model.

Each value from the training sample of the reference traction modes is compared with the values of
the fuzzy characteristic and replaced by the value with the maximum degree of belonging for all
given in the section. For example, if AWi = 6400 kWh, AQi = —-30 thousand pas. and ASi = 300
kWh, then we get the rule:

IF (AWie"AWH" AND AQie"-AQ2" AND ASie"+AS4") THEN Ui> 0.6 AND CxKi,

where "-AQ2" is a slight lead in terms of the daily number of class 2 passengers transported;
"+AS4" is a strong deviation of daily active losses of class 4.

HAW)
“AWs [=AWs [=AW; | -AW, AWN +AW,| +AW; | +AWs | +AWq

1 1 L
!
0y |

6\, |
04/
/ LA

-16 128 96 64 32 0 B8 64 9.6 AW, thousand kWh

Fig. 1. Membership functions in the approximation of the fuzzy value Wp

HAQ) -AQy —AQs —AQs —AQs  —AQn +AQs  +AQs

| | A \

-90 -60 -30 0 30 60 % |

—

thousand passengers

Fig. 2. Membership functions when approximating the fuzzy value Qp (backlog in transportation of the daily number of
passengers)
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_ASs —AS;  —ASs —ASs —ASs —AS; MBS 1AS, tAS, +ASs  +AS,  +ASs

12 Sn |
/ \ \ |

| o |
500 -400  -300  -200  -100 0 100 200 300 400 500

Fig. 3. Membership functions when approximating the fuzzy value Sp (deviation of daily active
energy losses, kwh)

According to the rules, it is necessary to switch to the cantilever power supply scheme of the
traction network with such a voltage at the busbars of the substations that will ensure the
permissible norm of 0.55 kV for electric transport. For each point of the experimental trajectory,
several rules are obtained and the problem of their contradiction arises: rules with the same
premises will confirm different conclusions. The problem is solved by creating a degree of truth
for each rule. When conflicting rules appear, their degree of truth is checked and the rule with
the greatest value remains. The degree of truth is calculated as the product of the degrees of
belonging of all values participating in the rule.

The results of the simulation are illustrated by an example in fig. 4, which shows the power loss
dependence graph for two options. The thin line is the power loss of the reference mode. The
bold line shows the control calculation mode of operation of the power supply system, the
information about which did not fall into the training sample, which needs to be approximated to
the reference mode based on the fuzzy rule base.

In fig. 5 shows how the system based on derivation from the fuzzy baserules, made
adjustments to the management of power supply system operating modes. The dashed line
represents the recommended control that needs to be set to the energy manager to bring the
power system mode closer to the energy-saving control mode. It can be seen from the graph that
the control system recommended aims to increase the voltage level on the tires of traction
substation x in order to reduce energy losses in the inter-substation area and ensure the required
level on electric rolling stock. This is due to the fact that the mode of elimination of power flows
by switching to the cantilever circuit of the power supply of the traction network was taken as
the control, so increasing the voltage level brings the system closer to optimal control.

ReAS, kBT
300
\J'—‘
280 /
260 P AN . ,\ /
240 1 INC IS AN/ N ]
220 A,,/ \.l v ~
200 T T T T
o 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
[— BTanoH —KOHTpunb]

Fig. 4. Power losses of the reference and real mode of operation of the power supply system in the given intersubstation area
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Fig. 5. Dependence of the voltage level on the tires of the traction substation at the next time interval

The conducted studies showed sufficient accuracy of the received control modes of the power
supply system of urban electric transport. The constructed base of fuzzy rules, which replaces
the model of power supply system modes, can be used as an advisor to the power dispatcher to
choose management at the next time slot, taking into account the conditions of uncertainty.
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Abstrakt: Usporedno kako je internet postao dijelom nasih svakodnevnih Zivota i donio brojne prednosti za
Zivot i rad, omogudio je i transfer kriminalnih radnji u svoj, odnosno virtualan prostor. Koristenje interneta
u stalnom je porastu, pri cemu je u 2018, 89% stanovnistva u Europi koristilo internet, sto je porast od
gotovo 30% u odnosu na desetljeée ranije. Prema podacima Drzavnog zavoda za statistiku Internet je
Hrvatskoj 2019, koristilo 82% stanovnika, dok je kod djece taj postotak 99%. Seksualno zlostavljanje i
iskoristavanje djece putem interneta, izrazito je sloZena i po posljedice za djecu i zajednicu teska i slozena
pojava, koja nazalost biljezi stalan porast te kao takva, iziskuje kontinuirano pracenje, izucavanje i
planiranje aktivnosti na prevenciji i sprecavanju istog. Rad se bavi kaznenim djelom dijelom Iskoristavanja
djece za pornografiju, metodom deskripcije ukazuje na problem seksualnog iskoristavanje djece na
mreZama, donosi prikaz pravno-kaznenog okvira, te statistickom metodom donosi pregled kretanja stanja i
modaliteta na koje se isti ¢ini, te preporuke za prevenciju.

Kljuéne rijeci: djeca, iskoristavanje, kriminalitet, kazneno djelo, prevencija.

1. UVOD

Promatrano kroz povijest, dje¢ja pornografija datira jo$ od anticke Greke i Rima, a ta pojavnost
koja je danas kazneno djelo, evidentan rast, dozivjela je tijekom 19. st. u Engleskoj. Medutim
prava eksplozija multimedijalnih sadrzaja dogodila se 60-ih godina 20. stolje¢a, a 70-tih godina
istog stoljeca, djecja pornografija distribuirala se na svjetskom trzistu [1]. lako je takav materijal
bio dostupan i prije, 70-tih godina 20. stoljeca postaje siroko dostupan. Razlozi takvog rasta u to
vrijeme, prije svega se nalaze u tada nedovoljno razvijenom pravu, a time i pravne zastite u
podrucju djeje pornografije [2].

S razvitkom mreza, aplikacija, sustava i kompjutorske tehnologije, koja je dostupna sve vecem
broju korisnika sirom svijeta, raste i mogucnost zlouporabe i pohrane podataka, pa tako i onih
vezanih uz dje¢ju pornografiju. Temeljem toga, na podruju EU, kao i Sirom svijeta,
kontinuirano se provode aktivnosti na pravnom definiranju i reguliranju ponasanja na mrezama s
ciljem zastite djece od seksualnih predatora. Europska komisija djela kibernetickog kriminala
definira kao: kaznena djela koja se ¢ine uz pomo¢ mreza elektronicke komunikacije i
informacijskih sustava ili protiv takvih mreza i sustava.[16] Temeljni pravni akt u Europskoj
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uniji vezan opcenito za kaznena djela kibernetickog kriminaliteta je Konvencija o kibernetickom
kriminalu, usvojena na konferenciji Vije¢a Europe u Budimpesti, koju je Republika Hrvatska
potpisala 23. studenoga 2001., odnosno 2002., donijela Zakon o potvrdivanju konvencije o
kiberneti¢ckom Kkriminalitetu. Konvencija je odgovor na svjesnost o dubokim promjenama
nastalih digitalizacijom, konvergencijom i neprekidnom globalizacijom racunalnih mreza, te
opashosti po davatelje i korisnike usluga mreza. Promatrano prema kazneno materijalnom
pravu, Konvencija definira nekoliko skupina kaznenih djela kibernetickog kriminaliteta i to:
Kaznena djela protiv tajnosti, cjelovitosti i dostupnosti racunalnih podataka i sustava,
Racunalna kaznena djela, Kaznena djela u svezi sa sadrzajem, Kaznena djela povrede autorskih
i srodnih prava, te Sporednu odgovornost i sankcije za istu, kao i Odgovornost pravnih osoba.
Kaznena djela vezana uz dje¢ju pornografiju potpadaju pod kaznena djela vezana uz sadrzaj.
Konvencija zemljama ¢lanicama, odnosno potpisnicama nalaze da donesu i usvoje zakonske i
druge mijere potrebne kako bi se unutarnjim zakonodavstvom kaznenopravno sankcionirao
namjerni neovlasteni ¢in (0dnosno upucuje $to je to inkriminirajuce):

a. proizvodnje djegje pornografije za svrhu njene distribucije putem racunalnih sustava;
b. nudenja ili ¢injenja dostupnim dje¢je pornografije putem racunalnog sustava;

c. distribuiranja ili prenosenja djecje pornografije putem ra¢unalnog sustava;

d. pribavljanja dje¢je pornografije putem racunalnog sustava za sebe ili drugoga;

e. posjedovanja djecje pornografije u ra¢unalnom sustavu ili na mediju za pohranu ra¢unalnih
podataka.

U smislu Konvencije izraz »maloljetnik« ukljucuje sve osobe u dobi mladoj od 18 godina.
Medutim, zemlje ¢lanice mogu utvrditi i nizu dobnu granicu, koja ne moze biti ispod 16 godina
starosti, dok izraz »dje¢ja pornografija« ukljucuje pornografski materijal koji vizualno prikazuje:

a. maloljetnika kako sudjeluje u seksualno eksplicitnom ponasanju;
b. osobu koja izgleda kao maloljetnik koji sudjeluje u seksualno eksplicitnom ponasanju;

c. stvarne slike koje predstavljaju maloljetnika kako sudjeluje u seksualno eksplicitnom ponasa-
nju.

Nastavno na rizike i izazove koji su se pojavili, odnosno nastali i nakon donoSenja Konvencije,
Europska komisija je 2007., pripravila temelj za sveobuhvatnu politiku za suzbijanja
kiberneti¢kog kriminaliteta, koja je ukljucila donoSenje i uspostavu:

direktive o suzbijanju seksualnog iskoristavanja djece na internetu i djecje pornografije;

Strategije EU-a 0 kibernetickoj sigurnosti (2013.);

uspostavu Europskog centra za kiberneticki kriminal (2013.);

direktivu o napadima na informacijske sustave (2013.) [4].

Poticaji pociniteljima kaznenih djela iskoriStavanja djece za pornografiju, su ¢esto uz ostale i
anonimnost koju nudi virtualan svijest, te spremnost sakupljaca dje¢je pornografije da plate
visoku cijenu za ovu vrstu pornografije, te time snimanje i prodaja postaju komercijalno
isplativi. Napadi na djecu putem interneta, slanje poruka i iznudivanje sadrzaja razorni su i
ostavljaju teske posljedice na Zrtvu koja je pod stresom 24 sata dnevno.
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IstraZivanja su pokazala da oko &etiri posto svjetske populacije ima spolne preferencije prema
djeci koje nisu posljedica osobne odluke svakog pojedinca ve¢ su posljedica razli¢itih kemijskih
procesa koji se odvijaju u mozgu. Takoder, postoje statisticki podaci kako je jedna od sedam
zrtava spolnog zlostavljanja mlada od 6 godina, a vecina ¢e osudivanih zlostavlja¢a, nakon
izlaska iz zatvora, po€initi isti zlo¢in Cetiri puta CeS¢e od onih zatvorenika koji u zatvoru
zavrSavaju zbog nekih drugih razloga [1]. Dozivljeno nasilje putem mreza kod djece i mladih
uzrokuje brojne psihosomatske posljedice poput glavobolja i bolova u trbuhu i ledima te
psiholoske posljedice poput anksioznosti, ljutnje, tuge, osjecaja usamljenosti i manje vrijednosti.

2.  KAZNENO PRAVNI OKVIR U REPUBLICI HRVATSKOJ

Ve¢ je u uvodu navedeno, da RH-a, kao ¢lanica EU, ratificirala, odnosno donijela Zakon o
potvrdivanju konvencije o kibernetickom kriminalitetu [5]. Temeljem iste, u svoje kazneno
zakonodavstvo implementirala je smjernice iz Konvencije, te je Kaznenim zakonom RH-e [6],
kazneno djelo IskoriStavanja djece za pornografiju obuhvatilo i inkriminiralo ponasanja na
mreZama Koja potpadaju pod iskoriStavanje djece za pornografiju. Kazneni zakon RH-e, definira
u ¢lanku 163., da kazneno djelo Iskoristavanja djece za pornografiju ¢ini onaj: tko dijete
namamljuje, vrbuje ili potice na sudjelovanje u snimanju djecje pornografije ili tko organizira ili
omogudi njezino snimanje, za $to je zaprijeCena kazna zatvora od jedne do osam godina. Istom
kaznom, kaznit ¢e se i onaj tko neovlasteno snima, proizvodi, nudi, ¢ini dostupnim, distribuira,
§iri, uvozi, izvozi, pribavlja za sebe ili drugoga, prodaje, daje, prikazuje ili posjeduje djecju
pornografiju ili joj svjesno pristupa putem informacijsko komunikacijskih tehnologija. A tko
dijete silom ili prijetnjom, obmanom, prijevarom, zlouporabom ovlasti ili teSkog poloZaja ili
od tri do dvanaest godina. Posebne naprave, sredstva, racunalni programi ili podaci namijenjeni,
prilagodeni ili uporabljeni za pocinjenje ili olakSavanje pocinjenja kaznenog djela ¢e se oduzeti,
a pornografski materijal koji je nastao po¢injenjem kaznenog djela unistiti. Dijete se nece kazniti
za proizvodnju i posjedovanje pornografskog materijala koji prikazuje njega samog ili njega i
drugo dijete ako su oni sami taj materijal proizveli i posjeduju ga uz pristanak svakog od njih i
isklju¢ivo za njihovu osobnu upotrebu. Kazneni zakon, odnosno ¢lanak 163., daje i definiciju
dje¢je pornografije, de je definira kao materijal koji vizualno ili na drugi na¢in prikazuje pravo
dijete ili realno prikazano nepostojece dijete ili osobu koja izgleda kao dijete, u pravom ili
simuliranom spolno eksplicitnom ponasanju ili koji prikazuje spolne organe djece u spolne
svrhe. Materijali koji imaju umjetnicki, medicinski, znanstveni, informativni ili slican znacaj ne
smatraju se pornografijom.

3.  KRETANJE BROJA KAZNENIH DJELA ISKORISTAVANJA DJECE ZA
PORNOGRAFIJU

Kaznena djela teza su povreda drustvene discipline od prekrSaja, a opisujemo ih kao kaznjiva
ponaSanja Covjeka koja su zakonom izrijekom propisana kao kaznena djela. Kaznena djela i
kazneno pravne sankcije za ista, mogu se propisivati samo zakonom. Kaznena djela
kibernetickog kriminala definiraju se kao: kaznena djela koja se ¢ine uz pomoé¢ mreza
elektronicke komunikacije i informacijskih sustava ili protiv takvih mreza i sustava. Prema
nacinu pokretanja postupka, kaznena djela, dijele se na ona: za koja se progoni po sluzbenoj
duznosti, zatim na kaznena djela za koje potreban prijedlog ostecenika, te kaznena djela koja se
progoni po sluzbenoj duznosti. Kazneno djelo IskoriStavanja djece za pornografiju je kazneno
djelo za koje se progon poduzima po sluzbenoj duznosti, i svatko tko ima saznanja o istima
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duzan ih je prijaviti drzavnom odvjetni$tvu koje nadleZno za progon pocinitelja kaznenih djela
ili iz prakti¢nih razloga policiji.

Kazneni zakon RH-e, kazneno djelo Iskoristavanja djece za pornografiju iz ¢lanka 163., smjesta
u glavu sedamnaestu, odnosno kaznena djela spolnog zlostavljanja i iskoristavanja djeteta. No,
MUP-a, u svojim statistickim izvje$¢ima dostupnim na otvorenim izvorima [7] isto zbog
moguénosti ¢injenja putem mreZa prati i prikazuje podatke o kretanju istih kaznenih djela u
dijelu vezanom i za Kiberneticki kriminalitet.

U petogodis$njem razdoblju od 2018. do 2022., na podru¢ju RH-e, evidentirano je ukupno
269.744 kaznenih djela koja se progone po sluzbenoj duznosti, od ¢ega njih 9.129 ili 3,38%
kaznenih djela kiberneti¢kog kriminaliteta. 1ako se moze €initi kao relativno nevelik broj i udjel,
ipak pri analizi istih treba imati na umu znacajne Stete i teske posljedice koje nastaju po ostecene
kaznenim djelima kibernetickog kriminaliteta, bilo da se radi radi o materijalnim ili
posljedicama koje uzrokuju naruSavanje zdravlja $to je slucaj kod zrtava seksualnog
iskoristavanja djece.

Istovremeno, u navedenom razdoblju i podruéju, evidentirano je 1.586 kaznenih djela
Iskoristavanja djece za pornografiju, pri ¢emu njih 867 putem mreza, odnosno onih koji se mogu
svrstati pod kiberneticki kriminalitet.

2018 2019 2020 2021 2022

==g==Kaznena djela koja se progone po sluzbenoj duznosti

Grafikon 1. Kretanje broja kaznenih djela koja se progone po sluzbenoj duznosti u RH za razdoblje 2018-2022. Izrada:
autori, prema podacima MUP-a, RH-e. *u tis.
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==8==Kaznena djela kibernetickog kriminaliteta

Grafikon 2. Kretanje broja kaznenih djela Kibernetickog kriminaliteta u RH za razdoblje 2018-2022. Izrada: autori,
prema podacima MUP-a, RH-e.
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= [skoriStavanje djece za pornografiju ukupno

Grafikon 3. Usporedni prikaz kretanja broja kaznenih djela Iskoristavanja djece za pornografiju i Iskoristavanje djece za
pornografiju kao kibernetickog kaznenog djela u RH za razdoblje 2018-2022. Izrada: autori, prema podacima MUP-a,
RH-e.

1z pokazatelja MUP-a, odnosno prethodnih grafikona, vidljivo je da je ukupno promatrano od
2018., do 2022., na podru¢ju RH-e, rastao i ukupan broj kaznenih djela, kao i broj kaznenih
djela IskoriStavanje djece za pornografiju, bilo da se radi 0 ,,opéem* ili kibreneti¢kom kaznenom
djelu. Taj rast je uistinu zabrinjavajuéi, naime od 120 kaznenih djela u 2018., u 2022., godini
doslo se do ¢ak 440 kaznenih djela, pri éemu se s 55 kaznenih djela kibernetickog iskoristavanja
djece za pornografiju u 2018., u 2022., doslo na njih ¢ak 311. U postotku to povecanje iznosi
Cak 465.45%! U sljedecoj tablici prikazani su podaci o prijavljenim, optuZenim i osudenim
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pociniteljima kaznenih djela Iskoristavanja djece za pornografiju, prema podacima Drzavnog
zavoda za statistiku RH-e, odnosno istrazivanju [8] i to za razdoblje 2016. do 2021,

Tablica 1. Kretanje broja prijavljenih, optuzenih i osudenih osoba za kazneno djelo Iskoristavanje djece za pornografiju
na podrucju RH-e, 2016.-2021. Izrada: autori prema podacima DrZavnog zavoda za statistiku [9]. i Dominovic¢, 2022.

Prijavljeni punoljetni OptuzZeni punoljetni Osudeni punoljetni
pocinitelji za kaznena pocinitelji za kaznena djela  pocinitelji za kaznena djela
djela IskoriStavanja djece Iskoristavanja djece za IskoriStavanja djece za
za pornografiju pornografiju pornografiju

2016 66 35 33

2017 73 30 28

2018 66 25 23

2019 50 26 24

2020 87 26 24

2021 116 44 41

Ukupno 458 186 183

Pokazatelji iz tablice ukazuju na relativno nizak stupanj podizanja optuZnica protiv pocinitelja
koji iznosi tek 40.6%, kao i osudivanja pocinitelja gdje je postotak 39.96%. Uz porast broja
prijavljenih pocinitelja, odnosno kaznenih djela Iskoristavanje djece za pornografiju, te relativno
nisku razinu podignutih optuznica i optuZenih osoba, poseban problem zasigurno ¢ini i tamna
brojka (eng. dark figure). Tamna brojka kriminaliteta je broj po¢injenih kaznjivih ponaSanja za
koje se ne zna i koja prema tome nisu evidentirana u statistici.

Za procjene tamne brojke kriminolozi i drugi stru¢njaci najce$ce koriste metode procjene,
studije viktimizacije i studije samo iskaza. Usporedbe sluzbenih statistika kriminaliteta i
podataka dobivenih ovim metoda ukazuju na to da sluzbene statistike u velikoj mjeri
podcjenjuju opseg kriminaliteta. Razlozi za to su brojni, ali ponajprije leze u ¢injenici da se
baziraju na brojevima prijavljeninh osoba. S obzirom da se radi o djeci koja nisu dovoljno
razvijena, te uz to pri ovim kaznenim djelima imaju strah od prijave, odnosno sramocenja, moze
se pretpostaviti da je stvaran broj ovih kaznenih djela zasigurno veéi. To potvrduje i istrazivanje
EU kids online iz 2014., koje donosi prosjek od 6% koje je dozivjelo neki oblik elektronickog
zlostavljanja u EU, dok medunarodno istrazivanje Svjetske zdravstvene organizacije provedeno
u Zavodu za javno zdravstvo na reprezentativnom uzorku Skolske djece u Hrvatskoj pokazuje
kako 4-11% djece izjavilo da je doZivjelo zlostavljanje putem poruke ili slike. Neki od razloga
koji se u literaturi navode kao razlozi za neprijavljivanje kaznenih djela od strane djece su: Zrtva
uopce nije svjesna da je navedeni dogadaj kazneno djelo, Zrtva nije u mogucénosti prijaviti
kazneno djelo, najce$Ce jer je misljenja da im odrasli nece vjerovati, prijetnja od strane
pocinitelja, zrtva voljno sudjeluje u viktimizaciji pa nema tko prijaviti kazneno djelo ili se osjeca
ponizeno i osramoceno, zrtva ne zeli kaznu za pocinitelja koji mu je u srodstvu, Zrtve misle da
policija nece nista uéiniti [10].
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3.1. Modaliteti i indikatori seksualnog iskoriStavanja djece putem Interneta

Online seksualna zlostavljanja djece uklju¢uju aktivnosti pocinitelja kao $to su mamljenje
djeteta na susret u cilju ostvarivanja spolnog odnosaja ili spolnog zlostavljanja djeteta,
uvjeravanje, poticanje, vrbovanje da dijete snimi i dijeli snimke svoje seksualne aktivnosti
putem interneta, prikazivanje pornografskih sadrzaja, i aktivnosti djetetu mladem od 15 godina.
Isto tako, posjedovanje, pokazivanje, slanje, objavljivanje, razmjenjivanje snimke ili fotografija
na kojima su prikazani spolni organi djeteta ili je dijete mlade od 18 godina prikazano u
seksualno eksplicitnom ponasanju ili svjesno pristupanje takvom sadrzaju predstavlja kazneno
djelo.

Trendovi spolnog zlostavljanja djece mogu se definirati kroz nekoliko osnovnih oblika:
Peer-to-peer (P2P) mreze i anonimni pristup mrezi Darknet (npr. Tor) — takav pristup
predstavlja glavnu platformu za pregledavanje/dijeljenje materijala spolnog zlostavljanja i
iskoriStavanja djece;

— Prijenos uzivo seksualnog zlostavljanja djece — ovakav nacin zlostavljanja znatno je olaksan
novim tehnologijama. Novi trend ovakvog zlostavljanja djece u inozemstvu, uglavnom su
naruéitelji zapadnjaci koji placaju on line gledanje spolnog zlostavljanja uzivo pred
kamerama;

— On line pribavljanje materijala spolne zlostave djece i seksualne iznude — sve veci broj djece
i tinejdZera koji posjeduju pametne telefone sami proizvode tkz. Materijale spolne zlostave
»prve generacije” koje medusobno dobrovoljno ili dogovorno dijele. Takav i tako sa¢injen
materijal koji kreiraju same zrtve/djeca, esto pronalazi svoj put do sakupljaca (pocinitelja
kaznenih djela) koji ¢esto dalje nastavljaju iskoristavati Zrtvu, iznudivati financijska sredstva
ili traziti (iznudivati) sa¢injavanje/dostavljanje novih materijala spolne zlostave [11].

Kao indikatori dozivljenog nasilja na internetu posebno se isti¢u: spominjanje nepoznatih osoba,
pridavanje sve vece vaznosti aktivnosti i osobama na internetu, povecanje vremena provedenog
na internetu u odnosu na ranije, prituzbe roditelja da dijete ne mogu odvojiti od mreza,
pokazivanje nervoze kada se ne mogu koristiti mobitelom, racunalom, zatvaranje stranica,
izbjegavanje razgovora o uporabi i sigurnosti na internetu, pokazatelji stresa prilikom
komunikacije, puno novih kontakata itd. Ove indikatore kako bi se na vrijeme otkrilo nasilje na
internetu trebaju poznavati prije svega roditelji i prosvjetni djelatnici.

4. PREVENCIJA KRIMINALITETA

Korijeni rije¢i prevencija su u latinskoj rijeci preventio, a vazniji izrazi su:

— preveniran — praevenire, Sto znac¢i ranije, prethodno, na vrijeme obavijesti, preduhitriti,
preteci, predvidjeti, skrenuti paznju na vrijeme itd.;

— preventivan — prevenivare, $to podrazumijeva upozoriti, koji sprjecava itd.

Koristi se i rije¢ grekog porijekla profilaksa koja u prijevodu oznacava zastitu od bolesti, a koju
je u svrhu prevencije kriminaliteta prvi upotrijebio kriminolog — akademik Milan Milutinovi¢ na
jednom znanstvenom skupu u Karakasu.

Europska unija u svojim dokumentima vezanim za prevenciju kriminaliteta Koristi definiciju
prevencije kriminaliteta sadrzanu u Odluci Vijec¢a od svibnja 2001. godine o uspostavi Europske
mreZe za prevenciju kriminaliteta. Prema toj definiciji, «“...prevencija kriminaliteta obuhvaca sve
mjere kojima se smanjuje ili na drugi nacin pridonosi kvantitativnom i kvalitativnom smanjenju
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kriminaliteta i osjecaja nesigurnosti kod gradana, bilo kroz izravno odvracanje od kriminalnih
aktivnosti ili kroz politiku i intervencije osmisljene u cilju smanjenja potencijala za kriminal i
uzroke kriminaliteta. To uklju¢uje rad Vlade, nadleznih vlasti, agencija za kazneno pravo,
lokalnih vlasti, udruga stru¢njaka, privatnoga, dragovoljackog i civilnog sektora, znanstvenika i
javnosti, potpomognutih medijima”.

Pod prevencijom kriminaliteta tako podrazumijevamo sustav mjera i aktivnosti usmjerenih na
otklanjanje svih neposrednih objektivnih uzroka, uvjeta i povoda koji pogoduju nastanku i
vrsenju kaznenih djela.

Cilj prevencije kriminaliteta je unaprijed predvidjeti i sprijeciti ¢itav niza razlic¢itih kriminalnih
radnji ali i kako Europsko vije¢e navodi, on obuhvaca i preventivne mjere koje se ne odnose na
kriminalitet u doslovnom smislu, nego bi takoder trebale obuhvacati “antisocijalno ponasanje”
koje predstavlja neku vrstu “predfaze” kaznenog djela te za kriminal pogodan prostor.

Cilj se sastoji u tome da se:

— blagovremeno otklone cimbenici rizika koji generiraju kriminalitet kao drustveno Stetnu i
negativnu pojavu, kako do njega ne bi doslo, te

— aktiviraju zastitni ¢éimbenici (subjekti) [12].

4.1. Prevencija kaznenog djela iskoriStavanja djece za prevenciju

Kao i kod svih kaznenih djela prema cilju kojem je usmjerena, tipologija prevencije kaznenog

djela IskoriStavanje djece za prevenciju moze se odnositi na:

— izmjenu kaznenog zakonodavstva (donoSenje odredbi koje mogu doprinijeti prevenciji
kriminaliteta — npr. uvodenje posebnih istraznih radnji);

— situaciji koja pogoduje vrsenje kaznenih djela (otklanjanje uzroka, uvjeta i povoda Koji
pogoduju vrsenju kaznenih djela);

— pociniteljima (odvrac¢anje od vrSenja kriminalne radnje — davanje upozorenja, izdavanje
naredbi, pozivanje, pojacan nadzor i dr.);

—  Zrtvu — metu — osobu, objekt (otklanjanje pogodnosti koji poti¢u izvr$enje kriminalne radnje)
i

— promatraca (0soba koja je u poziciji da promatra — uoci ponasanje prijestupnika, bez obzira
0 kome se radi), Sto moze utjecati na to da ga odvrati od izvrSenja planirane kriminalne
radnje, odnosno da promatra¢ prijavi kazneno djelo.

Dok prevenciju prema subjektima mogu provoditi (i trebaju):

— Konvencionalni (profesionalni) subjekti prevencije kriminaliteta u koje se ubrajaju MUP
Republike Hrvatske, Sigurnosno-obavjestajna agencija, pravosudna tijela, inspekcijska tijela,
porezna i carinska tijela itd.;

— Nekonvencionalni subjekti prevencije kriminaliteta (Predsjednik Republike, Vlada i Sabor), i

— Suplementarni subjekti prevencije kriminaliteta (lokalna zajednica i tijela lokalne
samouprave, tvrtke i druge organizacije, javne sluzbe, obitelji, nevladine organizacije,
odgojno obrazovni sustav, religijske organizacije, gradani).

Nacelo ili princip podrazumijeva smjernicu za rad. Da bi preventivno djelovanje na planu
suzbijanja kaznenog djela Iskoritavanje djece za pornografiju bilo na potrebnoj razini,
neophodno se pridrzavati sljede¢ih nacela: Nacela ustavnosti i zakonitosti; Nacela
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blagovremenosti; Nacela efikasnosti; Nacela poznavanja osoba i podruéja; Nacela humanosti;
Nacela javnosti; Nacela koordinacije i suradnje; Nadela metodi¢nosti i planiranja; Nacela
jedinstva (objedinjenosti) prevencije i represije i Nacela individualnosti (specijalizacije) [12].

Neke od preporuka kako djecu zastiti i reagirati u slu¢aju elektronickog seksualnog nasilja su:

— djeci treba ukazati na sve dobre stvari interneta, ali i opasnosti koje na njemu prijete, s
kojima se mogu susresti, te utvrditi pravila koristenja;

— kao i u stvarnom svijetu, roditelji su uzor svojoj djeci, pa stoga uvijek treba nastojati ponasati
se odgovorno na mrezama;

— roditelji i nastavnici trebaju poznavati i djeci ukazati na osnovne mjere zastite i sigurnosti, ali
ne treba robovati ,.to je tehnika mi o tome nista ne znamo*, ve¢ da su i osnovna pravila
zaStite od razgovora i podjele sadrZaja nepoznatim osobama najbolji i njihovo izbjegavanje
najbolji elementi zastite;

— vazno je djeci ne zabranjivati internet i oduzimati tehnicka sredstva, jer tehnologija ne
zlostavlja, ve¢ ljudi;

— vazno je djeci ukazati da osobe koje se na internetu ne moraju biti iste u stvarnom svijetu, te
da isto koriste za iskoristavanje i zlostavljanje djece;

— djecu je potrebno upozoriti da ne primaju darove od nepoz